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Section 1.2 (Document Overview) has been amendezhtove the
reference to Appendix D (Lexicon). Thél Infrastructure Lexicons
now a separate document. Subsection 1.2.1 (Regeins Language)
has been rewritten to referl Infrastructure Lexicoras a separate
document.

Figures 2-1, 2-2 and 2-3 have been revised to ekiénthe boundary
between the VII System and external entities.

Section 2.1 (System Overview) has been revisetidter clarity. The
definition of the Network Access Point (NAP) hagbenoved to the
beginning of Section 2.1. The term "Infrastruct8ervers" has been
defined.

Section 2.2 (VI Infrastructure) has been addedh@hwith Figure 2-4, to
define the VII Infrastructure and clarify the cdation between the
Network Subsystem, the VII Infrastructure, the 8ilstem and external
entities.

In Figures 2-2, 2-3 and 2-5 through 2-8, the wdBateway" has been
added to clarify that the four gateways descrilvetthése diagrams are
inside the NAP, and an icon representing the NARese has been
added.

The narrative section on Communications Servicew/(8ection 2.4) has
been expanded to describe Classes of Service aigiS2Nvice in greatef
detail. In Section 4.2, new Communications Sew/iggjuirements have
been added. Requirement NTWK25, listed in Sedtidnn the previous
release of this document, has been deprecateceplated with more
specific requirements listed in Section 4.2.

In Appendix B (Reference Documents), titles andsioer numbers of the
documents have been updated. In addition, therdents listed in this
appendix have been grouped by topic for easierenfe.

Appendix C has been renamed to National System iRagents
Traceability. Appendix C has been updated to ieltraceability of all
newly added Communications Services requiremerds@pxclude
requirement NTWK25, which has been deprecated.

Throughout the document, all referencesl&dional System Specificatid
have been replaced with referencebltional System Requiremeiaisd
all references to NSS have been replaced witheefers to NSR.
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1 INTRODUCTION

This Subsystem Specification (SSS) is based onaguoil and information provided by the USDOT, subsatu
meetings and discussions, and agreed upon assmsyothe USDOT and VIIC. Every effort has beerdento
ensure the content and approach in developingdbésiment reflects available guidance from the USDabd
accurately reflects the overall scope and interthefVehicle Infrastructure Integration’s (VII) elgjtives

1.1 Score

This document, th¥ll Network Subsystem Specificati@udresses the functional and facilities requirgméor the
Network Subsystem. This specification is the fiefta series of technical documents detailing thetwedrk
Subsystem and defining the technical charactesisifcthe VII System. The main focus of this docuainis the
Proof of Concept (POC) system functionality, whigil subsequently be implemented in the Nationast&gn. For
further background on the VII System’s projecteceragions, refer to th&/Il National System Requirements
(Reference 1) and thél Concept of Operation@Reference 2).

1.2 DOCUMENT OVERVIEW

This SSS captures the comprehensive system recaiitsnfior the Network Subsystem as part of the Vdjqzt.
The remaining SSS sections are organized as fallows

e Section 2. Network Subsystem DescriptionDescribes the Network Subsystem in the contegtef
overall VII System. Provides details on the fowajon network transport interfaces and their coroesling
gateways inside the Service Delivery Node (SDN)system.

¢ Section 3. General Network Requirements:Specifies high-level requirements that applyhi ¢ntire
VIl infrastructure. (None have been identifiedfis version of the document.)

e Section 4. Functional Requirements:Specifies all functional Network Subsystem reguients,
including requirements for the communications sm¥j connectivity between VII nodes, protocolsdo b
used in network communications, classes of sermiegyork management, security, and time.

e Section 5. Performance RequirementsSpecifies requirements related to the scalalality reliability of
the VII Network Subsystem. (Specification of thesguirements is left to a future release of this
document.)

* Section 6. Facilities Requirements:Specifies requirements related to the facilities will house
Network Devices and Security Devices.

¢ Appendix A: Assumptions and DependenciesProvides a list of the assumptions and dependsnci
related to the requirements.

* Appendix B: Reference Documents:Provides a list of reference documents relatetigdNetwork
Subsystem.

¢ Appendix C: National System Requirements Traceahily: Traces requirements from this document to
their parent requirements in thdl National System Requirements

1.2.1 Requirements Language

The Network Subsystem uses a standard terminologlefining the specific requirements. Definitidios these
terms appear NIl Infrastructure Lexiconwhich is a separate document (Reference 4).

VEHICLE INFRASTRUCTUREINTEGRATION (VII) 1
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2 NETWORK SUBSYSTEM DESCRIPTION

2.1 SUBSYSTEM PERSPECTIVE

Efficient and consistent delivery of VII servicesquires a robust, reliable infrastructure thatrosdanects the
various components of the VII System. Vehicles tmet@mmunicate with the roadside to reach services a
applications; network users must be able to acdats collected by the services; and the entireesysnust be
managed and operated by the VII Operating Entithe Network Subsystem is the communications infuastre
which enables data to be transported between Rimd&juipment and users of the VII System. The Wektw
Subsystem is expected to be a geographically ligad collection of interconnected nodes that mlevocalized
network services, managed by a centralized ENOGeas in Figure 2-1. Each of these nodes includdstaork
Access Point (NAP), which is a communications Hudit facilitates and controls connectivity betwedih Sstem
components as well as providing controlled accesdNketwork Users. The SDN and ENOC nodes alsoagont
various servers that host applications and serviceshe VII System. The SDN servers host appiicet and
services used by Network Users and External Datacgs (X-031, X-032, X-033, X-025, and X-026 in {ig
2-1), and the ENOC servers host applications andces used by Administrative Users (X-011 in Fig@rl). The
term Infrastructure Servers is used to referenctle dbthese two distinct sets of servers together.

Figure 2-1: Network Subsystem
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1-06 X-032
|
X-033
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X-011
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Specifically, the Network Subsystem will transploiternet Protocol (IP) traffic between—

¢ Instances of the SDN Subsystem [I-09]

* The SDN Subsystem and the ENOC Subsystem [I-11]
* Instances of the ENOC Subsystem [I-12]

* The SDN Subsystem and the RSE Subsystem [I-06]
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Additionally, the Network Subsystem will enable Wetk Users, External Data Sources, and Administeatisers
to communicate with the RSEs, the vehicles condetttdhe RSEs, and to the Infrastructure Serveratém within
the SDN and ENOC instances.

The primary nodes in the architecture are the 8emdelivery Nodes (SDNs). These nodes will provfteprimary
network connectivity to the installed RSE Subsysterach SDN Subsystem Instance will include a NAMis
NAP will be composed of multiple gateways consigtof routers, firewalls, and intrusion detectiorsteyns (see
Figure 2-2). Each of these gateways will be dedit#o support the respective connectivity to rpldtnearby RSE
Subsystems, multiple nearby Network Users, or twanore other SDN Subsystem Instances using the 8DN
SDN [I-09] interface as shown in Figure 2-2. Fofull description of the VII System ArchitecturegestheVil
National System Requiremeilfgeference 1).

Figure 2-2: SDN NAP Functional Diagram
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There will also be a NAP located in the ENOC, whiglepicted in Figure 2-3. The primary differetegween the
SDN NAP in Figure 2-2 and the ENOC NAP in Figur8 & the omission of the RSE Backhaul Gateway, kvisc
not a necessary function of the ENOC.
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Figure 2-3: ENOC NAP Functional Diagram
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The Network Subsystem will support a number of $ystem Services by providing connectivity betweeteal
System Users (e.g., Network Users) and the RSEyStdm. In addition, with a co-located NAP, the SDN
Subsystem supports communications between Ext&ystem Users and the OBE Subsystem The remairider o
this document defines requirements that specify tmamNetwork Subsystem interconnects the other comapts of

the VIl infrastructure and provides basic commutiiae services.

2.2 VIl INFRASTRUCTURE

The term VII Infrastructure refers to a logical gping of subsystems which fall under the respolisitof the VII
Operating Entity. This grouping will contain th®8 Subsystem, the ENOC Subsystem, the RSE Subsystdm
the Network Subsystem. The Operating Entity walt he responsible for the OBE Subsystem. Thergefonde the
OBE Subsystem will be a part of the VII Systemwitl not be considered a part of VIl Infrastructurelhe
relationship between the Network Subsystem andnftastructure is illustrated in Figure 2-4.
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Figure 2-4: The Network Subsystem inside VII Infrasructure
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2.3 CONNECTIVITY

One of the primary functions of the Network Subewsts to provide physical and logical connectilagtween the
geographically dispersed nodes and devices. Awrshio Figure 2-1, the Network Subsystem will cong$
interconnected NAPs. It is envisioned that eaciNSEubsystem instance and ENOC Subsystem instarite wi
contain a NAP. Each NAP will consist of multiplatgways composed of Network Devices and Securityides,
Each gateway within a NAP will handle a specifit geendpoint-to-endpoint transport interfaces, bacdconnected
with either WAN or LAN links as appropriate. Tharsport interfaces have been defined as one otypes:

¢ Backbone. Provides connectivity between instances of thél SIdbsystem and between the SDN
Subsystem and the ENOC Subsystem. The Backbohalsdl connect instances of the ENOC Subsystem
with each other.

¢ External Access. Provides connectivity between external usersh siscData Subscribers, Advisory
Providers, Transaction Service Providers, Diffdedrdlobal Positioning Service (DGPS) Correction
sources, and Reference Map sources and a given SDN.

* RSE Backhaul. Provides connectivity between a SDN and RSE @svic

VEHICLE INFRASTRUCTUREINTEGRATION (VII) 5
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* Infrastructure Server Transport. Provide connectivity between the NAPs and assedimfrastructure
Servers inside SDN Subsystem instances and ENOEySiain instances.

These Gateways and transport interfaces are degtussletail below.
2.3.1 Backbone

The Backbone provides connectivity between geogcapr dispersed instances of the SDN and ENOC
Subsystems. Each Backbone Gateway will be madef imterconnected Network Devices and Security Pesi
operating as a part of the NAP within a SDN or ENS&@system instance. A Backbone Transport Intenfafiers
to two specific Backbone Gateways and the commtinizsilink between them. As shown in Figure 2-&cleSDN
or ENOC Subsystem instance will be logically honteda minimum of two other Subsystem instances tinou
physically diverse routes.

Figure 2-5: Backbone Gateway
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2.3.2 External Access

An External Access Gateway is a combination of NeknDevices and Security Devices that provides eotinity

to parties external to the VII Network Subsysterigure 2-6 illustrates the role an External AccEsteway
performs. Traffic between the VII System and Netwdsers, Administrative Users, Service Providemisige ment
Systems, and selected External Data Sources wél plarough an External Access Gateway. Externaess
Gateways will be distributed throughout the Uniftdtes, but each Administrative User, Data Subscribdvisory
Provider, and Transaction Service instance willehan assigned single entry point into the VIl Systmeaning the
External Access Gateway of a specific NAP.
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Figure 2-6: External Access Gateway
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An External Access Transport Interface is definedhaonnection between the VII System and an Adinative
User, Network User, or selected External Data Sguwonsisting of a communications link and its teominating
endpoints. On the VIl end of an External Accesangport Interface, the data traffic will typicabyter and leave
External Access Gateways through aggregated higheity communications links accommodating many Nekw
Users. A dedicated communications link betweerEaternal Access Gateway and a specific Network Wser
External Data Source is also feasible. The spacifiurrounding the engineering of the opposite ehéach
External Access Transport Interface, meaning afdbiities of Network Users or External Data Sasgis left to
the Network User or External Data Source.

For the Proof of Concept, External Access will supgransport of IP traffic between the VII Systemd both
Network Users and Administrative Users, as wellReserence Maps and DGPS Corrections. For the madtio
deployment, External Access will also provide asdeshe VII System for Service Provider Manageng&ystems.

2.3.3 RSE Backhaul

RSE Backhaul will provide bi-directional transpast IP traffic between the SDN Subsystem and the RSE
Subsystem in support of all services provided ey System. Backhaul traffic will enter and leagach SDN
Subsystem instance through an RSE Backhaul Gatewayshown in Figure 2-7, an RSE Backhaul Gatewdly w
be a combination of Network Devices and Securityibes operating at the NAP within each SDN Subsyste
instance. Technologies to be used in the RSE Badkimay vary from location to location and depend o
availability. For instance, in the national depimnt these technologies may include but not betdinito
T1/Fractional T1, T3, analog phone lines, Integié@ervices Digital Network (ISDN), Frame Relay, leaimodem,
Digital Subscriber Line (DSL), 802.11-based wirslededicated microwave, free space optics, WiMAXdigital
cellular. Itis anticipated that a subset of thieednologies will be demonstrated in the ProaCohcept.

VEHICLE INFRASTRUCTUREINTEGRATION (VII) 7
NETWORK SUBSYSTEM SPECIFICATION APRIL 20,2007



Figure 2-7: RSE Backhaul Gateway
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Each RSE Subsystem instance will be assigned toeeifie primary SDN Subsystem instance. In the ameti
deployment, each RSE Subsystem instance will haediok to its primary SDN Subsystem instance asgé@nd
(backup) link to its designated secondary SDN Sstiesy instance. The backup link will be activatdtew either
the primary SDN Subsystem instance fails or theroamications link to the primary SDN Subsystem insgafails.
This failover strategy requires that each SDN Sstesy instance maintains a certain amount of spapeaity.
Further research and studies are required to deterttne appropriate minimum, average, and maximumber of
RSE Subsystem instances that should be servedibgla SDN Subsystem instance.

2.3.4 Infrastructure Server Transport

Infrastructure Server Transport will provide bietitional transport of IP traffic between the NARIassociated
Infrastructure Servers. Whenever the NAP recedvelmita packet that needs to be processed by arstinftture
Server in the same SDN Subsystem or ENOC Subsyissance, the Server Transport will forward thatkes to
the appropriate Infrastructure Server. Converselgenever an Infrastructure Server sends out agpatck a
destination outside the given SDN Subsystem instaotc ENOC Subsystem instance, an Infrastructureeser
Gateway will forward that packet to one (or more)he three other Gateways. Infrastructure Se@Geageways will
use LANs and are envisaged as Layer 3 switchesgusgh-speed Ethernet connections, as illustratdeigure
2-8.
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Figure 2-8: Infrastructure Server Gateway

2.4 COMMUNICATIONS SERVICES

Communications Services refer to Network Subsystermices that provide data transport between Nétwisers
and public and private vehicles. Communications/iBes include support for Classes of Service, DianName
Service (DNS), address assignment, and a consititeat source throughout the network. They alsduihe
mobility management, i.e., management of applicatiata traffic between Network Users and public pridate
vehicles as vehicles disconnect from one RSE Stdrsyinstance and reconnect at the same or anot8ér R
Subsystem instance.

2.4.1 Classes of Service

To support some of the more critical services deemted in theVll National System Requirementie Network
Subsystem must support different classes of semgigenable the prioritization of network trafficThe Network
Subsystem will use QoS mechanisms to support difféal treatment of packets that flow thought teéaork and
manage network resources during times of congestibhe Network Subsystem design document will defin
several distinct classes of service and performgneeantees for each class of service. Duringgiofeongestion,
packets marked with a higher class of service, ssch flash flood or hurricane warning, may receiserity over a
lower class of service, such as a vehicle serviessage from an auto manufacturer. Likewise, messagended
to clear the way for an ambulance may be transthiitdore packets executing a commercial electrivaitsaction.

2.4.1.1 Traffic Classification

For the Network Subsystem to provide a differertidreatment of packets in the VII network, thekeas need to
be classified and the headers appropriately maskegketwork devices and security devices can prabespackets
according to the specified class of service.

The Proof of Concept will support a minimum of twiasses of service. For the Proof of Concept #xpected
that all packets entering the Network Subsysterhhbilclassified and marked with a class of serbiased on the
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type of traffic. Unmarked packets entering thewdwk Subsystem will, by default, be marked with tbwest class
of service.

2.4.1.2 Traffic Conditioning

Traffic entering and exiting the VII Network Subsys may be subject to one or more traffic conditigractions
to support prioritization of specific classes ofvége. This is to ensure that the incoming traffiofile conforms to
any rules specified in the network management gslic Traffic conditioning can involve delaying pats to bring
the data stream in compliance with a traffic peofils well as marking of packet headers with valhastranslate
into specific forwarding behaviors.

2.4.1.3 Traffic Forwarding

Each class of service will be allocated a guarahmount of bandwidth on the egress interface.times of
congestion, the network devices will drop packetseeding the bandwidth allocated for each classeu¥ice.
Unused bandwidth assigned to a class of servicebeaysed to send traffic marked with other clasdeservice
during periods of non-congestion. During timescohgestion, traffic conditioning mechanisms will bgsed to
prevent forwarded packets from exceeding the gteedrbandwidth on the egress interface. The ¢rédfiwarding
behavior determines the priority and drop precedearidraffic about to be forwarded on the netwoAdter a value
is placed in the packet header, the packet forwgrdehavior is determined by the forwarding schessed by QoS
marking-aware nodes in the network.

2.4.2 Domain Name Service (DNS)

Domain Name Service (DNS) is a critical servicehwitthe VII System. Due to the number of deviced the size
of IPv6 addresses, an efficient DNS is essentiatife proper end-to-end operation of the VII enwimeent. Not
only will it be important that devices be given g&s remember names, but OBE and PSOBE will neeguickly

determine how to access various services. Givahttie physical addresses may vary from RSE to RSE,
essential that names be clearly delimited.

The VII Network DNS will support both IPv4 and IPuGthe Proof of Concept network. Requests froomtged
Entities, including users and network devices, wél authorized and filtered to maintain any regliseparations
(such as between network users). Administrativersuand system operators will have the ability ieate, read,
update, and delete authorized DNS entries.

For the national rollout, the VII Network DNS witlave two distinct zones — one internal and onereate The
internal DNS will include all managed devices i thetwork and enable the ENOC users to accesgwliab as
required. The external DNS will be a subset of ititernal DNS, containing only those records nemss$or
external users. This will prohibit external uséem accessing unauthorized nodes and devicesh Eaternal
Access gateway will have an associated DNS sehanwill provide DNS services for external userattbonnect
using that gateway. Each SDN will also have ama@ated DNS server for use by the devices within $DN,
including servers, routers, RSEs, and securityiappés. One ENOC will contain the two master server the
entire VII network — one for the internal DNS sesjeand one for the external DNS servers. Theenastternal
DNS server will be a slave to the master interndlSDserver, which is where the records for transonsto the
external DNS servers will be stored. All other DN&vers in the network will get their informatifnom these
master servers. As necessary, secondary andryeltizels of servers will be defined to distributee traffic
throughout the network. For each master DNS seamsther server within the network will be desigidbas the
secondary DNS for that location. In the event tthegt primary server fails, the secondary will takeer the
responsibilities for that SDN.

Additionally in the national rollout, the DNS cajplities will be extended to include support for gné address
resolutions for a single logical name based onRB& from which the request originates. This wilba the VII
network operations and network users to define aroRSE basis — the servers that will support émngservice.
As an example, one RSE may be using a local sevkide another RSE uses a server in a different pathe
country. This would happen transparently to theEO& PSOBE using the provided service. Thus, speci
situations and load balancing requirements carddecased.
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2.5 PRrotocoLs

Several protocols will be necessary in order tdveelVIl Services. In the national deployment, tRetwork
Subsystem will rely on Internet Protocol version(lBv6) to route data packets between their sousras
destinations. For the Proof of Concept, the Nekw®ubsystem will use both IPv6 and Internet Prdtwession 4
(IPv4). In addition, several other standard In¢¢mrotocols will be supported:

* DNS

¢ Secure Shell (SSH)

¢ Simple Network Management Protocol (SNMP)
* Network Time Protocol (NTP).

The Network Subsystem will also use the suite aftquols associated with IPv6 to support routingssage
prioritization, network management, and securitgctions. Protocols required for the Network Submysare
specified in Section 4.3. Additional informatioboat these protocols and the communications sesvibey
support will be in a future version of this documen

2.6 CLASSES OFSERVICE

The Network Subsystem will use message differdntiamechanisms to allow certain messages to beateti
ahead of others or to provide special treatmeettain types of messages. These differentiatiechanisms will
define several distinct classes of service. Fam®le, a flash flood warning or a hurricane warningy receive
priority over a vehicle service message from arm am&nufacturer. Likewise, messages intended far ¢k way
for an ambulance may be transmitted before pagketsuting a commercial electronic transaction. Pheof of
Concept will support a minimum of two classes of/&e.

2.7 NETWORK MANAGEMENT

The Network Subsystem will be capable of using SNMdPsions 1, 2c, and 3. The NAP within the SDN
Subsystem consists of Network Devices and SecWiyices and these will use Version Il of Management
Information Base for Network Management of TCP/B&dd Internets (MIB II).

The ENOC Subsystem will fulfill network managemémictions with respect to the SDN Subsystem (inclgdhe
NAP) and the RSE Subsystem. The ENOC Subsysteridga centralized monitoring and control functfon
the VIl Network and all (non-mobile) VII System cponents. The ENOC Subsystem will also provideafualysis
and report generation in support of long-term timegdand planning activities. In the national deph@nt of VII,
network management tools will be used for remoterigioning, configuration, and monitoring of RSEbSystem
instances throughout the VII System.

For additional information on this interface see ‘il Enterprise Network Operations Center (ENOC) Sudbem to
Service Delivery Node (SDN) Subsystem [I-11] So&wm@terface Requirements Specificatigteference 17).

2.8 SECURITY

The Network Subsystem will employ a range of cdstito protect the network from unauthorized accasd

preserve the confidentiality and integrity of tranitted data. Specific security requirements aese@nted in the
Security subsection of the Network Subsystem Sjpatibn. These requirements call for the use ctigty and

cryptographic standards, protocols, and functionseicure the Network Subsystem. The Network Stdsyshall

employ a number of security controls to providefantiality, integrity, and availability for theetwork itself, as
well as for services provided by other subsystefisamples of security controls to be used incluevork-level

encryption technologies, firewall/filtering techngies, auditing/intrusion detection technologies] &entity and
Access Management (IdAM) services. Security cdsfiar the POC will support both IPv6 and IPv4.
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2.9 PERFORMANCE

Performance for the Network Subsystem is genewgifined in terms of scalability, availability, ameliability.
Scalability means the ability to significantly ieerse capacity of the subsystem over a period efwithout having
to replace the equipment that was used in thealntieployment of the subsystem. Although scalghbili
requirements for the national deployment are ydtetaletermined, the Proof of Concept by desigmioascalability
requirement given that it is intended to demonstthaé functional requirements of the system and@aadequately
demonstrate scalability because of its inherentditions. To arrive at meaningful scalability regments, further
analysis will need to be conducted to estimatesitpected traffic volumes and processing loadseatithe of initial
national deployment and to project the growth ef¥l System over time.

Availability and reliability refer to the Network uBsystem’s ability to perform its functions contusly.

Availability is tied to such concepts as failovegdundancy, and hot standby. The Proof of Conisefatcused on
proving functional capabilities, with less focus amailability and reliability—the Network Subsystei: not

required to eliminate single points of failure. allability and reliability requirements will be deleped after a
detailed analysis. They will be included in a fetdocument for the national deployment.

Additional performance requirements will be incldde a future version of this document.
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3 GENERAL NETWORK REQUIREMENTS

No general network requirements have been idedtifighis document.
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4 FUNCTIONAL REQUIREMENTS

4.1 CONNECTIVITY

41.1 End-to-End

REQ # REQUIREMENT POC NATIONAL

NTWK8 The Network Subsystem shall provide connéfstibetween the Gateways Yes Yes
within a Network Access Point.

NTWK41 | The Network Subsystem shall provide loc&aanetwork connectivity Yes Yes
between all Managed Network Elements and servatrsna given
physical location.

NTWK48 | The Network Subsystem shall not be disalbigthe failure of any single | No Yes
element of the Network Subsystem.

NTWK50 | The Network Subsystem shall support non-getary physical connectors Yes Yes
only.

NTWK250 | The Network Subsystem shall use outdocgedraabling for all outside Yes Yes
plant cabling.

4.1.2 Backbone

REQ # REQUIREMENT POC NATIONAL

NTWK83 | The Network Subsystem shall support loglwaiing of each SDN No Yes
Subsystem instance to at least two (2) other SDid6iem instances.

NTWK311 | The Network Subsystem shall provide attiéas diversely routed No Yes
Backbone Transport Interfaces for each facilitysiog SDN or ENOC
Subsystem equipment.

NTWK352 | The Network Subsystem shall provide connégtbetween two instances| Yes Yes
of the SDN Subsystem through a Backbone Transptatface.

NTWK353 | The Network Subsystem shall provide connégtbetween an SDN Yes Yes
Subsystem instance and an ENOC Subsystem instarmeegh a Backbone
Transport Interface.

NTWK354 | The Network Subsystem shall allow connattilsetween two instances gf No Yes
the ENOC Subsystem through a Backbone Transpentface.

4.1.3 External Access

REQ # REQUIREMENT POC NATIONAL

NTWK51 | The Network Subsystem shall support commationis between Network | Yes Yes
Users and the SDN Subsystem.

NTWK345 | The Network Subsystem shall provide coninégtbetween a Network Yes Yes
User and the VII System through an External Acdassisport Interface.

NTWK346 | The Network Subsystem shall provide connégtbetween an Yes Yes
Administrative User and the VIl System through attefnal Access
Transport Interface.

NTWK347 | The Network Subsystem shall provide connégtbetween a Service No Yes
Provider Management System and the VII System tiftran External
Access Transport Interface.

NTWK349 | The Network Subsystem shall provide connégtbetween a Yes Yes
network-based DGPS corrections source and the y4ie®n through an
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REQ # REQUIREMENT POC NATIONAL
External Access Transport Interface.
NTWK350 | The Network Subsystem shall provide connégtbetween a source of Yes Yes

Reference Maps and the VII System through an Eatékocess Transport
Interface.

4.1.4 RSE Backhaul

REQ #
NTWK31

REQUIREMENT

The Network Subsystem shall be configuredupport any combination of Yes Yes

defined RSE Backhaul Transport Interface types éetneach instance of
the SDN Subsystem and its assigned RSE Subsysgtamaes.

POC NATIONAL

NTWK34

The Network Subsystem shall allow connectioth up to 100 RSE
Subsystem instances to each SDN Subsystem instance.

Yes No

NTWK61

The Network Subsystem shall support commationis between each
instance of the SDN Subsystem and its assigneanoss of the RSE
Subsystem.

Yes Yes

NTWK249

The RSE Backhaul Transport Interface shaltonfigurable to support
connectivity between an RSE Subsystem instancétapdmary SDN
Subsystem instance and its secondary SDN Subsysstamce.

No Yes

NTWK351

The Network Subsystem shall provide connégtbetween a SDN
Subsystem instance and a RSE Subsystem instaocgtha RSE
Backhaul Transport Interface.

Yes Yes

4.1.5 Infrastructure Server Transport

REQ # REQUIREMENT POC NATIONAL
NTWK356 | The Network Subsystem shall provide connégtbetween SDN Servers| Yes Yes
and a Network Access Point collocated within theeanstance of the
SDN Subsystem through Server Transport Interfaces.
NTWK357 | The Network Subsystem shall provide connégtbetween ENOC Yes Yes

Servers and a Network Access Point collocated withe same instance ¢
the ENOC Subsystem through Server Transport Irdesfa

=

4.2 COMMUNICATIONS SERVICES

4.2.1 Classes of Service

REQ # REQUIREMENT POC NATIONAL

NTWK75 | The Network Subsystem shall support at leastClasses of Service. Yeps No

NTWK360 | The Network Subsystem shall support attléas Classes of Service. N Yes

NTWK361 | The Network Subsystem shall provide a go@d minimum bandwidth Yes Yes
for each Class of Service.

NTWK362 | The Network Subsystem shall support papkietritization. Yes Yes

NTWK363 | The Network Subsystem shall support diffiengacket priority levels based Yes Yes
on Classes of Service.

NTWK364 | The Network Subsystem shall have the ahititclassify and mark packets No Yes
with a Class of Service.

NTWK365 | The Network Subsystem shall associate adtltservice with a specifig No Yes
Class of Service based on network management gslici
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REQ # REQUIREMENT POC NATIONAL

NTWK366 | The Network Subsystem shall accept and dodwpackets marked by Yes Yes
Administrative Users, Network Users, and ExternatdDSources.

NTWK367 | The Network Subsystem shall ensure that myarked packets will be Yes Yes
given the lowest supported Class of Service.

NTWK368 | The Network Subsystem shall ensure thakethpackets originating from No Yes
System Users are appropriately marked accorditiget@ctive policy.

NTWK369 | The Network Subsystem shall support thelitgbio perform Traffic| Yes Yes
Conditioning.

NTWK452 | The Network Subsystem shall accept and &dwnarked packets from theYes Yes
RSE Subsystem.

4.2.2 Domain Name Service (DNS)

REQ # REQUIREMENT POC NATIONAL

NTWK370 | The Network Subsystem shall support the BimmName Service t
provide logical names for Managed Network Elements.

NTWK371 | The Network Subsystem shall support the BiomName Service to Yes Yes
provide logical names associated with network asklre of Transactiop
Service Providers.

NTWK372 | The Network Subsystem shall maintain a erastpository for Managed Yes Yes
Network Element logical names.

NTWK373 | The Network Subsystem shall support distell repositories replicatgd No Yes
from the master logical name repositories.

NTWK374 | The Network Subsystem shall support Domééime Service queries and Yes No
responses over IPv4.

NTWK375 | The Network Subsystem shall provide the BonName Service for IPv4 Yes No
addresses.

NTWK376 | The Network Subsystem shall support paritid Domain Name Servige No Yes

services for devices and users internal to the IWiiastructure and for
devices and users external to the VII Infrastruetur

NTWK377 | The Network Subsystem shall authorize dhdrfDomain Name Service No Yes
queries from Managed Entities.

NTWK378 | The Network Subsystem shall support muatif? addresses per Domgin No Yes
Name Service logical name.

NTWK379 | The Network Subsystem shall have the ahbititprovide the response to|a No Yes

Domain Name Service query originating from a Vehial Public Service
Vehicle based on the associated RSE Subsystenméesta
NTWK380 | The Network Subsystem shall provide a medios authorized| No Yes
Administrative Users and System Operators to Crdaéad, Update anfd
Delete (CRUD) authorized Domain Name Service esitrie

NTWK383 | The Network Subsystem shall maintain a DonName Service entry for Yes Yes
each Managed Network Element in the VII Infrastiwet

NTWK427 | The Network Subsystem shall maintain a srastpository for Transaction Yes Yes
Service Provider logical names.

NTWK428 | The Network Subsystem shall support Domééime Service queries and Yes Yes
responses over IPv6.

NTWK429 | The Network Subsystem shall provide the BonName Service for IPv6 Yes Yes
addresses.
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4.2.3 Time Service

REQ # REQUIREMENT POC NATIONAL
NTWK332 | The Network Subsystem shall use Coordinateersal Time (UTC). Yes| VYes
NTWK333 | The Network Subsystem shall synchronizeialé clocks with, at a Yes | Yes

minimum, a Stratum-2 time source.

4.3 PRrROTOCOLS

REQ # REQUIREMENT POC NATIONAL

NTWK1 The Network Subsystem shall have the abititgleliver Internet Protocol | Yes Yes
(IP) packets from a single source to a single dastn.

NTWK2 The Network Subsystem shall have the abttitgleliver Internet Protocol | Yes Yes
(IP) packets from a single source to multiple destons.

NTWK14 | The Network Subsystem shall support thespamt of Internet Protocol Yes No
version 4 (IPv4) packets.

NTWK15 | The Network Subsystem shall support thedpamt of Internet Protocol Yes Yes
version 6 (IPv6) packets.

NTWK16 | The Network Subsystem shall support Intefretocol version 4 (IPv4) | Yes No
and Internet Protocol version 6 (IPv6) simultanépnus

NTWK17 | The Network Subsystem shall support multicasler Internet Protocol No Yes
version 6 (IPv6).

NTWK18 | The Network Subsystem shall support therhdeGroup Management No Yes
Protocol version 3 (IGMPv3).

NTWK20 | The Network Subsystem shall support the Matkt Listener Discovery No Yes
(MLD) protocol.

NTWK23 | The Network Subsystem shall support RIP ieer, OSPF version 2 and| Yes No
BGP version 4 protocols.

NTWK24 | The Network Subsystem shall support RIPn§P® version 3, and BGP | Yes Yes
version 4 protocols.

NTWK27 | The Network Subsystem shall support the AddrResolution Protocol Yes No
(ARP).

NTWK28 | The Network Subsystem shall support therhrge Control Message Yes Yes
Protocol version 6 (ICMPV6).

NTWK115 | The Network Subsystem shall support appad@mprotocol(s) so as to No Yes
ensure failover to a stand-by network or securdyick in case of failure
of any Network Device or Security Device.

NTWK278 | The Network Subsystem shall support therimtt Control Message Yes No
Protocol version 4 (ICMPv4).

NTWK279 | The Network Subsystem shall support thegNeor Discovery (ND) Yes Yes
protocol.

NTWK358 | The Network Subsystem shall support InteggtdS-IS protocol. No Yes

4.4 NETWORK MANAGEMENT

REQ # REQUIREMENT POC NATIONAL
NTWK21 | The Network Subsystem Managed Network Eleehall support the Yes Yes
Simple Network Management Protocol (SNMP) versibn&c, and 3.
NTWK334 | The Network Subsystem shall only allow ngeraent access from the Ye Yes
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REQ # REQUIREMENT POC NATIONAL

ENOC Subsystem.

NTWK335 | The Network Subsystem shall generate nétiggment fault management Yes Yes
data.

NTWK336 | The Network Subsystem shall forward almmtk/element management | Yes Yes
data to the ENOC Subsystem.

NTWK337 | The Network Subsystem shall execute manag¢commands fromthe | Yes Yes
ENOC Subsystem.

NTWK338 | The Network Subsystem shall generate néti@@ment performance Yes Yes
management data.

NTWK339 | The Network Subsystem shall generate néti@gment configuration Yes Yes
management data.

NTWK340 | The Network Subsystem shall generate néti@gment accounting No Yes
management data.

NTWK341 | The Network Subsystem shall generate SNMB-M(trap) Alarms. Yes Yes

NTWK342 | The Network Subsystem shall generate SNMB-M (trap) Alarms. No Yes

NTWK343 | The Network Subsystem shall have the ahbititgenerate a "keepalive" Yes Yes
Message.

NTWK344 | The Network Subsystem shall have the ahiititconfigure the time Yes Yes
interval of "keepalive" messages.

4.5 SECURITY
REQ # REQUIREMENT POC NATIONAL

NTWK280 | The Network Subsystem shall use MD-5 haglinauthenticate routing Yes Yes
updates when using the RIPng protocol.

NTWK281 | The Network Subsystem shall use IPSec Aithation Header to Yes Yes
authenticate routing updates when using the OSPFat8col.

NTWK282 | The Network Subsystem shall use MD-5 haghio authenticate routing No Yes
updates when using the Integrated 1S-IS protocol.

NTWK283 | The Network Subsystem shall use IPSec Aitbation Header or Yes Yes
Encapsulated Security Payload protocols to autbatetirouting updates
when using the BGP protocol.

NTWK284 | The Network Subsystem shall have the ahititfilter traffic between VII Yes Yes
services.

NTWK285 | The Network Subsystem shall support theafdaternet Key Exchange No Yes
(IKE) version two (2) per RFC 4306.

NTWK286 | The Network Subsystem shall support theafsgyptographic algorithms| Yes Yes
for IPSec per RFC 4305.

NTWK287 | The Network Subsystem shall support theafdEEE 802.1x, for port Yes Yes
authentication.

NTWK288 | The Network Subsystem shall statically égufe the allowed MAC Yes Yes
addresses (MAC Address Table) per port interface.

NTWK289 | The Network Subsystem shall disable truglom all access ports. Yes Yes

NTWK290 | The Network Subsystem shall assign andigarg only trunk ports to Yes Yes
associated trunk VLANS.

NTWK292 | The Network Subsystem shall disable allagtlports and place themina Yes Yes
dedicated non-operational VLAN.

NTWK294 | The Network Subsystem shall authenticateess to the Subsystem's Yes Yes
Managed Network Elements.
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REQ # REQUIREMENT POC NATIONAL

NTWK298 | The Network Subsystem shall have the ahiititdetect security events. Yes Yes

NTWK299 | The Network Subsystem shall have the ahiititlog security events. Yeg Yes

NTWK300 | The Network Subsystem shall forward segwitent log data to the ENOC Yes Yes
Subsystem.

NTWK301 | The Network Subsystem shall be able toemblsession data. Yeg Yes

NTWK302 | The Network Subsystem shall be able toemltraffic flow records. Yes Yes

NTWK308 | The Network Subsystem shall support theafd&E version one (1) per Yes No
RFC 4109.

NTWK309 | The Network Subsystem shall use MD-5 hagltinauthenticate routing Yes Yes
when using the OSPFv2 protocol.

NTWK312 | The Network Subsystem shall forward coldecsession data to the ENOC Yes Yes
Subsystem.

NTWK313 | The Network Subsystem shall be able to &voicollected traffic flow Yes Yes
records to the ENOC Subsystem.

NTWK328 | The Network Subsystem's shall authentieat®ess to physical (console) | No Yes
ports.
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5 PERFORMANCE REQUIREMENTS

There are no performance requirements in this @ersf the document. Detailed performance requirgmeill be
specified in a future version of this document.
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6 FACILITIES REQUIREMENTS

6.1 GENERAL

REQ # REQUIREMENT POC NATIONAL

NTWK314 | The facility housing Network Subsystem gmment shall have an air Yes Yes
conditioning system capable of providing an ambientperature of 72F
(22C).

NTWK315 | The facility housing Network Subsystem gmueéent shall not vary Yes Yes
temperatures more than 10F (5.5C) per hour of dipera

NTWK316 | The facility housing Network Subsystem gmmeént shall have an air Yes Yes
conditioning system capable of providing a relativenidity of 45-50%.

NTWK317 | The facility housing Network Subsystem gmueéent shall not vary the Yes Yes
relative humidity more than 10% per hour of openati

NTWK318 | The facility housing Network Subsystem gmmeéent shall have heat and | Yes Yes
smoke detectors that meet or exceed all locatbide regulations.

NTWK319 | The facility housing Network Subsystem gmumeéent shall have special Yes Yes

hazards fire protection system providing rapid fletection, integrated
emergency response, and waterless fire suppression.

NTWK320 | The facility housing Network Subsystem gmmeént shall have separate | Yes Yes
grounding systems to prevent grounding loops.

NTWK321 | The facility housing Network Subsystem gmmeéent shall have a Yes Yes
continuous power supply with a backup uninterrdptfower
supply(UPS).

NTWK323 | The facility housing Network Subsystem gmment shall allow for the Yes Yes

network equipment racks to be electrically grounded secured(bolted)
to the flooring.

NTWK324 | The facility housing Network Subsystem gmment shall have two Yes Yes
independent power outlets with independent cirietékers, for each
network equipment rack.

6.2 SECURITY
REQ # REQUIREMENT POC NATIONAL

NTWK303 | The Network Subsystem physical ports shalsecured in a locked No Yes
compartment to prevent unauthorized access.

NTWK304 | The Network Subsystem facilities shall betpcted by physical access No Yes
controls.

NTWK305 | The Network Subsystem facility shall logygltal access attempts. No Yes

NTWK327 | The Network Subsystem facility shall foraall physical access logsto| No Yes
the ENOC Subsystem.
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APPENDIX A: ASSUMPTIONS AND DEPENDENCIES

ASSUMPTIONS
ASSUMPTION ID ASSUMPTION TEXT

ASU3 The Proof of Concept will have no more thaf t6ncurrently connected RSE
Subsystems for each SDN Subsystem

ASU4 The Proof of Concept will have no more thare¢h(3) concurrently connected SDN
Subsystem instances

ASU5 An RSE Subsystem will collect and aggregatenooe than 375 Probe Data Messages
per second. This assumes (5 vehicles / lane F4&€)lanes) * (30 Probe Data
Snapshots / vehicle) / (4 Probe Data SnapshotsheHData Message)

ASU6 The Proof of Concept will have no more thae ¢h) ENOC Subsystem.

ASU9 The ENOC Subsystem will consist of the ManagenService and the Security
Service

ASU10 The ENOC subsystem shall use network managigmnetocols which comply with
recognized internetworking management standards

ASU11 The ENOC subsystem shall use recognizednietaorking management standards for
fault, configuration, accounting and performancenaggement

ASU12 The ENOC subsystem shall use non standavebriemanagement protocols if
necessary to manage specific managed network etemen

ASU13 The ENOC subsystem shall be a platform cosegrof multiple sub-components
which together complete the requirements of the ENObsystem

ASU14 The ENOC subsystem shall capture and pras®e¥gyuring orders for all types of
service and managed network elements

ASU15 ENOC operators will be able to access stahpeocess documentation for handling
reported incidents and requests for service.

ASU16 ENOC operators will be trained to follow siard process for handling reported
incidents and requests for service.

ASU17 Roadside Equipment (RSEs) will support twaetyof digital certificates: IEEE
1609.2 for wireless communication and X.509v3 fetwork communication
requirements.

ASU18 CA to SDN, CA to ENOC, RSE to SDN, and SDNEfOC communication will use
X.509 v3 compliant certificates for certificate-bdsactivities.

ASU20 The VIl wireless infrastructure (OBE, RSE)lwse IEEE 1609.2 compliant
certificates for certificate-based activities.

ASU21 Bridging of X.509 and IEEE 1609.2 Certific#tathorities will not be required.

ASU22 The VII CA Subsystem shall consist of twoagpe CA certificate systems: the X.509
CA, and the IEEE 1609.2 compliant CA.

ASU23 VII Infrastructure systems and devices wilé X.509 certificates for digital
signatures, encryption, and identification.

ASU25 All connections internal to the SDN and th&MNshall use Ethernet.
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ASSUMPTION ID
ASU26

ASSUMPTION TEXT

A separate document will be created to speeifjuirements regarding electrical
power supply, surge protection, physical space,itlityrcontrol, temperature control
and similar environmental factors for the supparfiacilities.

U

ASU27 The VII POC Environment shall have no mom@ntb0 Network and/or Administrative
Users.
ASU28 RSE Backhaul traffic flowing to and from R8&ckhaul Gateways will be aggregated

by service providers.

DEPENDENCIES

DEPENDENCY ID

DEPENDENCY

DEP1 Probe Data Service (PDS) performance requitenage dependent upon the structure
and size of the SAE J2735 Probe Data Message.

DEP2 Advisory Message Distribution Service (AMD®)yformance requirements are
dependent upon network transport availability.

DEP3 The implementation of ENOC management servicdspendent on the establishment
of network connectivity between the ENOC and theaged network elements.

DEP4 The implementation of ENOC security serviseddpendent on the establishment of
network connectivity between the ENOC and the madagcurity elements

DEP5 A Network management agent is running in taeaged network element and
network connectivity exists between the managedorit element and the ENOC

DEP6 The ENOC has connectivity to the managed mitelements

DEP7 Connectivity with the ENOC Subsystem.

DEP8 The existence of a VII CA certificate reposito

DEP9 Hardware Security Modules (HSMs) capable ppsuting required certificate
assurance levels.

DEP10 A VII CA Certificate Practice Statement (CEI8¥cribing the practices and standards
to which the CA shall be managed.

DEP11 The VII System will support Lightweight Ditecy Access Protocol (LDAP) Version
3.0.

DEP12 The VII System will support Secure Lightweigtirectory Access Protocol (LDAPS).

DEP13 The VII System will support Hypertext Tramdfeotocol (HTTP).

DEP14 The VII System will support Secure Hyperftesdnsfer Protocol (HTTPS).
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APPENDIX B: REFERENCE DOCUMENTS

REF # REFERENCE VERSION

1 VII National System Requirements Version 1.2.1

2 VII Concept of Operations Draft 1.2

3 VIl Data Element Dictionary Version 1.0

4 VII Infrastructure Lexicon Version 1.1

5 VII System Infrastructure Security Plan Version 2.1

6 VII USDOT Day-1 Use Case Descriptions (May 2006) Version 1.0

7 VII x.509 Certificate Authority Certificate Prao¢ Statement (CPS) TBD

Subsystem Specification (SSS) Documents

8 VII Certificate Authority (CA) Subsystem Speciéiion (SSS) Version 1.1

9 VII Enterprise Network Operations Center (ENOQpSystem Specification Version 1.1 -- Final
(SSS)

10 VII Network Subsystem Specification (SSS) Vemslol

11 VIl Roadside Equipment (RSE) Subsystem SpetifingSSS) Version 1.0

12 VII Service Delivery Node (SDN) Subsystem Speaifon (SSS) Version 1.1

Software Interface Requirements Specification (Softare IRS) Documents

13 VII Enterprise Network Operations Center (ENQ&Administrative User [X- Version 1.1
011] Software Interface Requirements Specification

14 VIl Enterprise Network Operations Center (ENQ&Tertificate Authority (CA) | Version 1.1
Subsystem [I-13] Software Interface Requiremenesc8igation

15 VII Enterprise Network Operations Center (EN@&Managed Entity (ME) Version 1.1
[Managed Entity] Software Interface RequirementecHfjication

16 VII Enterprise Network Operations Center (EN@&€Managed Network ElementVersion 1.1
(MNE) [I-08 and I-11] Software Interface RequirerteeB8pecification

17 VII Enterprise Network Operations Center (ENGBDpsystem to Service Version 1.1
Delivery Node (SDN) Subsystem [I-11] Software Ifaee Requirements
Specification

18 VII Network User to Service Delivery Node (SDSlibsystem [X-031, X-032, Xt Version 1.1
033] Software Interface Requirements Specification

19 VII Service Delivery Node (SDN) Subsystem to Bside Equipment (RSE) Version 1.1
Subsystem [I-06] Software Interface Requiremenesc8igation

20 VII Service Provider Management Systems to SDNs$stem IRS [X-061] Not in Scope
(Not in scope for POC)

Mapping Documents
21 Reference Maps — TBD TBD
22 Navstar GPS Space Segment/Navigation User dntesf ICD GPS 200 Revision C
Internet Engineering Task Force (IETF) Requests fotComments (RFCs)

23 Internet Engineering Task Force (IETF) RequessComments (RFC) 2510 © 1999
Internet X.509 Public Key Infrastructure Certifiedélanagement Protocols

24 Internet Engineering Task Force (IETF) RFC 3R86rnet X.509 Public Key © 2004
Infrastructure (PKI) Proxy Certificate Profile

Dedicated Short Range Communications (DSRC) Documén

25 Draft SAE J2735 Dedicated Short Range Communita{ DSRC) Message Set| Rev. 15
Dictionary

26 POC Additions & Exceptions to the POC VersiorséfE J2735 APP190-02
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APPENDIX C: NATIONAL SYSTEM REQUIREMENTS TRACEABIL

ITY

SUBSYSTEM SPECIFICATION ID NSR SPECIFICATION ID

NTWK1 VF-COMM-01
VF-COMM-02
VF-COMM-03
NTWK2 VF-COMM-01
VF-COMM-02
VF-COMM-03
NTWK8 VF-COMM-01
VF-COMM-02
VX-RSI-01
VX-RSI-02
VX-RSI-03
VX-RSI-04
VX-SPS-01
NTWK14 VC-GEN-02
NTWK15 VC-GEN-02
NTWK16 VC-GEN-02
NTWK17 VC-GEN-02
VF-COMM-01
VF-COMM-02
NTWK18 VF-COMM-01
VF-COMM-08
NTWK20 VF-COMM-01
VF-COMM-02
NTWK21 VP-MGM-01
NTWK23 VF-COMM-01
VF-COMM-02
NTWK24 VF-COMM-01
VF-COMM-02
NTWK27 VF-COMM-04
NTWK28 VC-GEN-02
NTWK31 VF-COMM-01
VF-COMM-02
NTWK34 VF-COMM-01
VF-COMM-02
NTWK41 VF-SEC-14
NTWK48 VF-MGM-05
NTWK51 VF-COMM-01
VF-COMM-02
VX-ADMU-01
NTWK61 VF-COMM-01
VF-COMM-02
NTWK75 VF-AMDS-08
VF-COMM-08
NTWK83 VE-MGM-05
NTWK115 VF-COMM-01
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SUBSYSTEM SPECIFICATION ID NSR SPECIFICATION ID

VF-COMM-02
NTWK249 VF-MGM-05
NTWK278 VF-COMM-01
VF-COMM-02
NTWK279 VF-COMM-01
NTWK280 VF-COMM-02
VF-SEC-04
VF-SEC-15
NTWK281 VF-SEC-04
VF-SEC-15
NTWK282 VF-SEC-04
VF-SEC-15
NTWK283 VF-SEC-04
VF-SEC-15
NTWK284 VF-SEC-02
VF-SEC-03
VF-SEC-14
NTWK285 VF-COMM-07
VF-SEC-02
VF-SEC-03
VF-SEC-04
VF-SEC-15
NTWK286 VF-COMM-07
VF-SEC-02
VF-SEC-15
NTWK287 VF-COMM-07
VF-SEC-01
VF-SEC-02
VF-SEC-03
NTWK288 VF-SEC-02
NTWK289 VF-SEC-14
NTWK290 VF-SEC-14
NTWK292 VF-SEC-14
NTWK294 VF-SEC-01
VF-SEC-02
NTWK298 VF-SEC-06
VE-SEC-07
NTWK299 VF-SEC-06
VF-SEC-07
NTWK300 VF-SEC-07
NTWK301 VF-SEC-07
NTWK302 VF-SEC-07
NTWK303 VF-COMM-07
VF-SEC-12
NTWK304 VF-SEC-12
VF-SEC-13
NTWK305 VF-SEC-12
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VF-SEC-13
NTWK308 VF-SEC-02
VF-SEC-04
VF-SEC-15
NTWK309 VF-SEC-15
NTWK311 VF-MGM-05
NTWK312 VF-SEC-14
NTWK313 VF-SEC-14
NTWK314 VP-GEN-01
VP-GEN-02
NTWK315 VP-GEN-01
VP-GEN-02
NTWK316 VP-GEN-01
VP-GEN-02
NTWK317 VP-GEN-01
VP-GEN-02
NTWK318 VP-GEN-01
VP-GEN-02
NTWK319 VP-GEN-01
VP-GEN-02
NTWK320 VP-GEN-01
VP-GEN-02
NTWK321 VP-GEN-01
VP-GEN-02
NTWK323 VP-GEN-01
NTWK323 VP-GEN-02
NTWK324 VP-GEN-01
VP-GEN-02
NTWK327 VF-SEC-12
NTWK328 VF-SEC-12
NTWK332 VF-STS-01
NTWK333 VF-STS-01
NTWK334 VF-MGM-02
NTWK335 VF-MGM-02
VF-MGM-04
VF-MGM-05
VF-MGM-16
NTWK336 VF-MGM-02
VF-MGM-05
NTWK337 VF-MGM-02
VF-MGM-05
NTWK338 VF-MGM-03
VF-MGM-06
VF-MGM-07
NTWK339 VF-MGM-02
VF-MGM-09
NTWK340 VF-MGM-13
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VF-MGM-14
NTWK341 VFE-MGM-04
NTWK342 VFE-MGM-04
NTWK343 VFE-MGM-04
NTWK344 VF-MGM-04
NTWK345 VF-COMM-01
VF-COMM-02
NTWK346 VF-COMM-01
VF-COMM-02
VX-ADMU-01
NTWK347 VF-COMM-01
VF-COMM-02
NTWK349 VF-COMM-01
VF-COMM-02
NTWK350 VF-COMM-01
VF-COMM-02
NTWK351 VF-COMM-01
NTWK351 VF-COMM-02
NTWK352 VF-COMM-01
VF-COMM-02
NTWK353 VF-COMM-01
VF-COMM-02
NTWK354 VF-COMM-01
VF-COMM-02
NTWK356 VF-COMM-01
VF-COMM-02
NTWK357 VF-COMM-01
VF-COMM-02
NTWK358 VF-COMM-01
VF-COMM-02
NTWK360 VF-AMDS-08
VF-COMM-08
NTWK361 VF-AMDS-08
VF-COMM-08
NTWK362 VF-AMDS-08
VF-COMM-08
NTWK363 VF-AMDS-08
VF-COMM-08
NTWK364 VF-AMDS-08
VF-COMM-08
NTWK365 VF-AMDS-08
VF-COMM-08
NTWK366 VF-AMDS-08
VF-COMM-08
NTWK367 VF-AMDS-08
VF-COMM-08
NTWK368 VF-AMDS-08
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VF-COMM-08

NTWK369

VF-AMDS-08

VF-COMM-08

NTWK370

VF-COMM-04

VF-COMM-05

VF-COMM-06

NTWK371

VF-COMM-04

VF-COMM-05

VF-COMM-06

NTWK372

VF-COMM-04

VF-COMM-05

VF-COMM-06

NTWK373

VF-COMM-04

VF-COMM-05

VF-COMM-06

NTWK374

VF-COMM-04

VF-COMM-05

VF-COMM-06

NTWK375

VF-COMM-04

VF-COMM-05

VF-COMM-06

NTWK376

VF-COMM-04

VF-COMM-05

VF-COMM-06

NTWK377

VF-COMM-04

VF-COMM-05

VF-COMM-06

NTWK378

VF-COMM-04

VF-COMM-05

VF-COMM-06

NTWK379

VF-COMM-04

VF-COMM-05

VF-COMM-06

NTWK380

VF-COMM-04

VF-COMM-05

VF-COMM-06

NTWK383

VF-COMM-04

VF-COMM-05

VF-COMM-06

NTWK427

VF-COMM-04

VF-COMM-05

VF-COMM-06

NTWK428

VF-COMM-04

VF-COMM-05

VF-COMM-06

NTWK429

VF-COMM-04

VF-COMM-05
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VF-COMM-06

NTWK452

VF-AMDS-08

VF-COMM-08

VEHICLE INFRASTRUCTUREINTEGRATION (VII)
NETWORK SUBSYSTEM SPECIFICATION

C-6
APRIL 20,2007



