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1 INTRODUCTION

This Software Interface Requirements Specification (IRS) is based on guidance and information provided by the
U.S. Department of Transportation (USDOT), subsequent meetings and discussions, and agreed-upon assumptions
by the USDOT and Vehicle Infrastructure Integration Consortium (VIIC). Every effort has been made to ensure the
content and approach in developing this document reflects available guidance from the USDOT and accurately
reflects the overall scope and intent of the V ehicle Infrastructure Integration’s (V11) objectives.

1.1 SCOPE

This document, the VII Enterprise Network Operations Center (ENOC) Subsystem to Service Delivery Node (SDN)
Subsystem I nterface Requirements Specification, addresses the top-level software interface requirements for the I-11
interface as specified in the VI National System Requirements. This specification is one of a series of technical
documents detailing the SDN Subsystem and defining the technical characteristics of the VII System. The main
focus of this document isthe Proof of Concept (POC) system functionality, which will subsegquently be implemented
in the National System. For further background on the VI System’s projected operations, refer to the VII National
System Requirements (Reference 1) and the VIl Concept of Operations (Reference 17).

1.2. DOCUMENT OVERVIEW

This IRS captures the compl ete system requirements for ENOC Subsystem to SDN Subsystem Interface as part of
the VII project.

The remaining |RS sections are organized as follows:

e Section 2. Interface Description: Describes the interfaces between the ENOC Subsystem and the SDN
Subsystem in the order of the services they support.

* Section 3. Interface Requirements: Liststhe requirements for the interfaces between the ENOC
Subsystem and SDN Subsystem.

¢ Appendix A. Assumptions and Dependencies. Provides alist of the assumptions and dependencies
related to the requirements.

¢ Appendix B. Reference Documents: Liststhe ENOC and SDN Subsystem reference documents.

¢ Appendix C. National System Requirements Traceability: Traces requirements from this document to
their parent requirements in the National System Requirements.

1.3. DOCUMENT CONVENTIONS

1.3.1. Message and Interface Naming

The VIl System includes many services and components, all of which must communicate with one another. For
clarity in discussion, this section provides a convention for describing how these communications occur. Theterm
“unit,” in this discussion may refer to a system, a subsystem, a service, a component, or any other entity within the
VII System.

Every instance of communication between two unitsis referred to as a message; for example, a subscription request
is one type of message, and the response is another. The grouping of all messages that two units send each other in
performing atask is called the interface between those units. Two units might have multiple interfaces between
them depending on the tasks they perform.

An interface’ s name is made up of the unit the interface belongs to, followed by a period, followed by the task the
messages traversing that interface perform. For example, the Lookup Information interface, which belongsto the
Information Lookup Service (ILS), is called I L S.Lookuplnformation. Messages that use an interface are specified
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with the interface name, followed by the message name in brackets. For instance, the message used to request
information in ageographic areais called | L S.L ookupl nfor mation[ Geospatial Request], and the responseis
IL S.L ookuplnfor mation][ Geospatial Response].
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2.

2.1.

21.1.

INTERFACE DESCRIPTION
INFORMATION L OOKUP SERVICE (ILS)

Interface: 1L S.Lookuplnformation

Thisinterface provides the ability for the SDN Subsystem to retrieve information about Roadside Equipment (RSE)
Subsystems from the ENOC. The functions available at this interface allow the SDN Subsystem to retrieve RSE
Subsystem information using political boundary information, geographic regions, and RSE Groups. Thereisalso a
function that allows the SDN Subsystem to retrieve predefined attributes containing information about a particular

RSE Subsystem.

* Type Synchronous
* Message Frequency:

Asrequired by the SDN Subsystem
As VIl topology changes affect SDN Subsystem knowledge of RSE Subsystems

* Network Interface: External Access Transport

2.2.

221,

Figure2-1: ILS.L ookuplnformation M essage Flow

ILS.Lookupinformation
[GeographicRequest]
ILS.Lockuplinformation

[RSEAltributeRequest]

ILS. Lookuplinformation
[RSEGroupRequest]

ILS.Lookuplinformation
[PoliticalBoundaryRequest]

ILS. Lookuplnformation
[GeographicResponse]

ILS. Lookuplinformation
[RSAttributeResponse]

ILS. Lookuplnformation
[RSEGroupResponse]

ILS. Lookuplnformation
“[PoliticalBoundaryResponse]

ILS. Lookuplnformation
[Error]

Interface I-11 |

|
{ e it N S S

ADVISORY MESSAGE DISTRIBUTION SERVICE (AMDS)

Interface: AMDS.M anageAdvisoryM essageDelivery

External
NetworkUsers Data
Sources

Thisinterface provides the ability to request an Advisory Message synchronization. This synchronization will
ensure that RSE Subsystems in the targeted region will only be broadcasting active Advisory Messages.
* Type Asynchronous

* Message Frequency:

Asrequired by the ENOC Subsystem

¢ Network Interface: External Access Transport
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Figure 2-2: AMDS.ManageAdvisoryM essageDelivery M essage Flow

External
Network Data
OBE RSE SDN ENOC CA Users Sources
AMDS.ManageAdvisoryMessageDelivery
[SyncReques(]
AMDS.ManageAdvisoryMessageDelivery
[SyncResponse]
Interrace i-11
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3. INTERFACE REQUIREMENTS
3.1. INFORMATION L OOKUP SERVICE (ILS)
3.1.1 Interface: ILS.Lookuplnformation

REQ # REQUIREMENT POC NATIONAL

IR499 The ILS.Lookupl nformation[ RSEGroupl DRequest] message shall beused | Yes Yes
to lookup all available RSE Group IDs.

The ILS.Lookupl nformation[ RSEGroupl DRequest] message shall support

IRS500 the following parameters: No input parameters. Yes Yes
IRS501 The ILS.Lookuplnformation[ RSEGroupl DResponse] message shall be Yes Yes
used to respond to the ILS.Lookupl nformation] RSEGroupl DRequest]
message.
IRS502 The ILS.Lookupl nformation] RSEGroupl DResponse] message shall Yes Yes

support the following parameters: RSE Group ID.

IRS503 The ILS.Lookupl nformation[ Servicel DRequest] message shall be used to Yes Yes
lookup all Service IDs.

IRS504 The ILS.Lookupl nformation[ Servicel DRequest] message shall support the | Yes Yes
following parameters: No input parameters.

IRS505 The ILS.Lookupl nformation[ Servicel DResponse] message shall be used Yes Yes
to respond to the IL S.L ookupl nformation[ Servicel DRequest] message.

IRS506 TheILS.L_ookupI nformat.|on[S_erV|ceIDR%ponse] message shall support Yes Yes
the following parameters: Service ID.

IRS507 The ILS.Lookupl nformation[ Political Boundaryl DRequest] message shall Yes Yes
be used to lookup all Palitical Boundary 1Ds.

IRS508 The ILS.Lookupl nformation[Political Boundaryl DRequest] message shall Yes Yes
support the following parameters:. No input parameters.

IRS509 The ILS.Lookupl nformation[ Political Boundaryl DResponse] message Yes Yes
shall be used to respond to the
ILS.L ookupl nformation[ Political Boundaryl DRequest] message.
The ILS.Lookupl nformation[ Political Boundaryl DResponse] message

IRS510 shall support the following parameters. Political Boundary ID. Yes Yes
The ILS.Lookupl nformation[ Geographi cRequest] message shall be used Yes Yes
to lookup RSE Subsystem IDs and Service IDsin a particular Geographic

IRHA14 Region.
The ILS.Lookupl nformation] Geographi cRequest] message shall support Yes Yes

IRA15 the following parameter: Geographic Region, Service ID.
The ILS.Lookupl nformation] Geographi cResponse] message shall be used Yes Yes

IRSA16 to respond to the |L S.L ookupl nformation[ Geographi cRequest] message.
The ILS.L ookupl nformation[ Geographi cResponse] message shall support Yes Yes

the following parameters: RSE Subsystem ID, RSE Subsystem List,
IR417 Service ID.

The ILS.Lookupl nformation] RSEGroupRequest] message shall beusedto | Yes Yes
IRS418 lookup RSE Subsystem IDs and Service IDsusing an RSE Group ID.

The ILS.Lookupl nformation[ RSEGroupRequest] message shall support Yes Yes
IRS419 the following parameters. RSE Group ID, Service ID.
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IN=OF: REQUIREMENT POC NATIONAL

The ILS.Lookupl nformation] RSEGroupResponse] message shall be used Yes Yes
IRSA420 to respond to the |L S.L ookupl nformation] RSEGroupRequest] message.

The ILS.Lookupl nformation] RSEGroupResponse] message shall support Yes Yes
the following parameters: RSE Subsystem ID, RSE Subsystem List,
IR421 Service ID.

The ILS.Lookupl nformation[ Political BoundaryRequest] message shall be Yes Yes
used to lookup RSE Subsystem IDs and Service IDs using a Political
IRS422 Boundary ID.

The ILS.Lookupl nformation[ Political BoundaryRequest] message shall Yes Yes
IRSA423 support the following parameters: Political Boundary ID, Service ID.

The ILS.Lookupl nformation[ Political BoundaryResponse] message shall Yes Yes

be used to respond to the

IRSA24 ILS.L ookupl nformati on[ Political BoundaryRequest] message.

The ILS.Lookupl nformation[ Political BoundaryResponse] message shall Yes Yes
support the following parameters. RSE Subsystem ID, RSE Subsystem
IRS425 List, Service ID.

The ILS.Lookupl nformation[ RSEAttributeRequest] message shall beused | Yes Yes
IRSA26 to lookup RSE Subsystem Attributes using an RSE Subsystem ID.
The ILS.Lookupl nformation[ RSEAttributeRequest] message shall support | Yes Yes
the following parameters: RSE Subsystem List, Coordinates Flag, Status
IRS427 Flag.
The ILS.Lookupl nformation[ RSEAttributeResponse] message shall be Yes Yes

used to respond to the ILS.L ookupl nformation] RSEA ttributeRequest]
IRS428 message.

The ILS.Lookupl nformation[ RSEAttributeResponse] message shall Yes Yes
support the following parameters: Latitude, Longitude, Elevation, Status,
IRS429 Service ID.

The ILS.Lookuplnformation[ Error] message shall support the following Yes Yes
IR430 parameters: Error |D, Error Description.

3.2. ADVISORY MESSAGE DISTRIBUTION SERVICE (AMDYS)
3.21. Interface: AMDS.ManageAdvisoryM essageDelivery

REQ # REQUIREMENT POC NATIONAL

IRS78 The AMDS.ManageAdvisoryM essageDelivery[ SyncRequest] message No Yes
shall be used to update an RSE Subsystem with Active Advisory Messages.

IRS79 The AMDS.ManageAdvisoryM essageDelivery[ SyncRequest] message No Yes
shall support the following parameters: RSE Subsystem List; Geographic
Region; RSE Group ID

IRS137 The AMDS.ManageAdvisoryM essageDelivery[ SyncResponse] message No Yes
shall support following parameters: Request Identifier; RSE Subsystem List

IRS138 The AMDS.ManageAdvisoryM essageDelivery[ SyncResponse] message No Yes
shall be used to respond to
AMDS.ManageAdvisoryM essageDelivery[ SyncRequest] messages.
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APPENDIX A: ASSUMPTIONS AND DEPENDENCIES

ASSUMPTIONS

ASSUMPTION ID ASSUMPTION TEXT

ASU3 The Proof of Concept will have no more than 100 concurrently connected RSE
Subsystems for each SDN Subsystem

ASU4 The Proof of Concept will have no more than three (3) concurrently connected SDN
Subsystems.

ASU5 An RSE Subsystem will collect and aggregate no more than 375 Probe Data M essages
per second. Thisassumes (5 vehicles/ lane/ sec) * (10 lanes) * (30 Probe Data
Snapshots/ vehicle) / (4 Probe Data Snapshots/ Probe Data M essage)

ASU6 The Proof of Concept will have no more than one (1) ENOC Subsystem.

ASU9 The ENOC will consist of the Management Service and the Security Service

ASU10 The ENOC subsystem shall use network management protocols which comply with
recognized internetworking management standards

ASU11 The ENOC subsystem shall use recognized internetworking management standards for
fault, configuration, accounting and performance management

ASU12 The ENOC subsystem shall use non standard network management protocols if
necessary to manage specific managed network elements

ASU13 The ENOC subsystem shall be a platform comprised of multiple sub-components
which together complete the requirements of the ENOC subsystem

ASU14 The ENOC subsystem shall capture and process configuring orders for all types of
service and managed network elements

ASU15 ENOC operators will be able to access standard process documentation for handling
reported incidents and requests for service

ASU16 ENOC operators will be trained to follow standard process for handling reported
incidents and reguests for service

ASU17 Roadside Equipment (RSEs) will support two types of digital certificates: IEEE 1609.2
for wireless communication and X.509v3 for network communication requirements.

ASU18 CA to SDN, CA to ENOC, RSE to SDN, and SDN to ENOC communication will use
X.509 v3 compliant certificates for certificate-based activities.

ASU20 The VII wirelessinfrastructure (OBE, RSE) will use |IEEE 1609.2 compliant
certificates for certificate-based activities.

ASU21 Bridging of X.509 and |EEE 1609.2 Certificate Authorities will not be required.

ASU22 The VIl CA Subsystem shall consist of two separate CA certificate systems: the
X.509 CA, and the IEEE 1609.2 compliant CA.

ASU23 VI Infrastructure systems and devices will use X.509 certificates for digital
signatures, encryption, and identification.

ASU25 All connectionsinternal to the SDN and the NAP shall use Ethernet.

ASU26 A separate document will be created to specify requirements regarding electrical
power supply, surge protection, physical space, humidity control, temperature control
and similar environmental factors for the supporting facilities.
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ASU27 The VII POC Environment shall have no more than 50 Network and/or Administrative
Users.
ASU28 RSE Backhaul traffic flowing to and from RSE Backhaul Gateways will be aggregated

by service providers.

DEPENDENCIES

DEPENDENCY ID

DEPENDENCY

DEP1 Probe Data Service (PDS) performance requirements are dependent upon the structure
and size of the SAE J2735 Probe Data M essage.

DEP2 Advisory Message Distribution Service (AMDS) performance requirements are
dependent upon network transport availability.

DEP3 The implementation of ENOC management services is dependent on the establishment
of network connectivity between the ENOC and the managed network elements.

DEP4 The implementation of ENOC security servicesis dependent on the establishment of
network connectivity between the ENOC and the managed security elements

DEP5 A Network management agent is running in each managed network element and
network connectivity exists between the managed network element and the ENOC

DEP6 The ENOC has connectivity to the managed network elements

DEP7 Connectivity with the ENOC Subsystem.

DEP8 The existence of a VIl CA certificate repository.

DEP9 Hardware Security Modules (HSMs) capable of supporting required certificate
assurance levels.

DEP10 A VIl CA Certificate Practice Statement (CPS) describing the practices and standards
to which the CA shall be managed.

DEP11 The VII System will support Lightweight Directory Access Protocol (LDAP) Version
3.0.

DEP12 The VIl System will support Secure Lightweight Directory Access Protocol (LDAPS).

DEP13 The VIl System will support Hypertext Transfer Protocol (HTTP).

DEP14 The VIl System will support Secure Hypertext Transfer Protocol (HTTPS).
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APPENDIX B: REFERENCE DOCUMENTS

REF # REFERENCE VERSION
1 V11 National System Requirements Version1.2.1
2 Road Side Equipment (RSE) Subsystem Specification Version 1.0
3 Enterprise Network Operations Center (ENOC) Subsystem Specification Version 1.1
4 Certificate Authority (CA) Subsystem Specification Version 1.1
5 ENOC to Administrative User Subsystem Software IRS [X-011] Version 1.0
6 Network User to SDN Subsystem Software IRS [X-031, X-032, X-033] Version 1.1
7 ENOC to Managed Entity Subsystem Software IRS Version 1.1
8 ENOC to Managed Network Element Software IRS Version 1.1
9 Reference Maps— TBD TBD
10 Navstar GPS Space Segment/Navigation User Interfaces, ICD GPS 200 Revision C
11 SDN to RSE Subsystem Software IRS [1-06] Version 1.1
12 ENOC to CA Subsystem Software IRS[1-13] Version 1.1
13 ENOC to SDN Subsystem Software IRS[1-11] Version 1.1
14 Service Provider Management Systems to SDN Subsystem IRS [ X-061] Not in Scope
Not in scope for POC
15 VII USDOT Day-1 Use Case Descriptions (May 2006) Version 1.0
16 Network Subsystem Specification Version 1.0
17 V1l Concept of Operations Draft 1.2
18 VIl Systems Security Plan Version 2.1
19 SDN Subsystem Specification (SSS) Version 1.1
20 Internet Engineering Task Force (IETF) Request for Comments (RFC) © 1999
2510 Internet X.509 Public Key Infrastructure Certificate M anagement
Protocols
21 Internet Engineering Task Force (IETF) RFC 3280 Internet X.509 Public © 2004
Key Infrastructure (PK1) Proxy Certificate Profile
22 VII Infrastructure Lexicon Version 1.0
23 Draft SAE J2735 Dedicated Short Range Communications (DSRC) Rev. 15
Message Set Dictionary
24 POC Additions & Exceptionsto the POC Version of SAE J2735 APP190-02
25 V1l x.509 Certificate Authority Certificate Practice Statement (CPS) TBD
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APPENDIX C: NATIONAL SYSTEM REQUIREMENTSTRACEABILITY

SUBSYSTEM SPECIFICATIONID  NSR SPECIFICATION ID

IRS137 VF-AMDS-06
IRS138 VF-AMDS-06
IRA414 VF-ILS01
IR$415 VF-ILS01
IR$416 VF-ILS01
IRSAL7 VF-ILS01
IR$418 VF-ILS01
IR$419 VF-ILS01
IRS$420 VF-ILS02
IR$421 VF-ILS02
IRS422 VF-ILS02
IR$423 VF-ILS02
IRS424 VF-ILS02
IR$425 VF-ILS02
IR$426 VF-ILS02
IRS427 VF-ILS03
IR$428 VF-ILS03
IR$429 VF-ILS03
IR$430 VF-ILS01
VF-ILS02
VF-ILS-03
VF-ILS-04
IRS78 VF-AMDS-06
IRS79 VF-AMDS-06
IRS499 VF-ILS01
IRS500 VF-ILS01
IRS501 VF-ILS01
IRS502 VF-ILS01
IRS503 VF-ILS01
IRS504 VF-ILS01
IRS505 VF-ILS01
IRS506 VF-ILS01
IRS507 VF-ILS01
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IRS508 VF-ILS01
IRS509 VF-ILS01
IRS510 VF-ILS01
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