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1. INTRODUCTION 

This System Requirements Specification (SRS) is based on guidance and information provided by the USDOT, 
subsequent meetings and discussions, and agreed upon assumptions by the USDOT and VIIC.  Every effort has been 
made to ensure the content and approach in developing this document reflects available guidance from the USDOT 
and accurately reflects the overall scope and intent of the Vehicle Infrastructure Integration’s (VII) objectives. 

1.1. SCOPE 

This document, the VII Enterprise Network Operations Center (ENOC) Subsystem Specification, addresses the 
functional, interface, performance, network, and facilities requirements for the ENOC Subsystem.  This 
specification is the first of a series of technical documents detailing the ENOC Subsystem and defining the technical 
characteristics of the VII System.  The main focus of this document is the Proof of Concept (POC) system 
functionality, which will subsequently be implemented in the National System.  For further background on the VII 
System’s projected operations, refer to the VII National System Requirements (Reference 1) and the VII Concept of 
Operations (Reference 17). 

The handling of non-volatile information, including but not limited to logs, trend data, and miscellaneous database 
entries is deferred until the design phase of the project.  Considerable time must be spent with an intelligent 
archiving schema for obsolete data.  The requirements that follow purposely omit the amount of time critical data is 
stored on the system for this reason. 

1.2. DOCUMENT OVERVIEW 

This SRS captures the complete system requirements for Enterprise Network Operations Center (ENOC) Subsystem 
as part of the VII project. 

The remaining SRS sections are organized as follows: 

• Section 2. System Descr iption: Describes the ENOC Subsystem within the context of the VII Network 
Subsystem.  Provides a description of the entities that interface with the VII System.  Also describes the 
ENOC Subsystem Services—Management Service and Security Services.   

• Section 3. Functional Requirements: Describes the ENOC Subsystem functional requirements.  

• Section 4. Non-Functional Requirements: Describes the ENOC Subsystem non-functional requirements.  

• Appendix A. Assumptions and Dependencies: Describes the assumptions made in determining 
requirements and the dependencies of the ENOC Subsystem. 

• Appendix B. Inter face Reference:  Provides a list of interfaces named in this document and the 
documents which detail the associated requirements for each. 

• Appendix C. National System Requirements Traceability: Traces ENOC Subsystem requirements to 
their origin in the National System Requirements. 

1.2.1. Requirements Language 

The ENOC Subsystem uses a standardized terminology in defining the specific requirements.   Definitions for these 
terms are located in Appendix D, Lexicon. 
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2. ENOC SYSTEM DESCRIPTION 

2.1. ENOC SUBSYSTEM PERSPECTIVE 

To support the wide variety of services required by VII end user applications while maintaining interoperability and 
flexibility, the ENOC Subsystem is envisioned as a service-oriented architecture (SOA).  SOA expresses a 
perspective of system architecture that defines the use of loosely coupled services to support the requirements of the 
system processes and users. In an SOA environment, resources on a network are made available as services that can 
be accessed without knowledge of their underlying platform implementation.  SOA is not tied to a specific 
technology and may be implemented using a wide range of interoperability standards. 

The ENOC Subsystem provides a centralized monitoring and control function for the VII Network and all (non-
mobile) VII System components.  The ENOC Subsystem will also provide for analysis and report generation in 
support of long-term trending and planning activities.  The ENOC will be continuously staffed by operations 
personnel who will use the ENOC systems to monitor and manage the VII Network, operations, assets, and 
communications infrastructure.  There will be multiple, fully redundant ENOC subsystems.  It should be noted that 
there will only be one ENOC for the Proof Of Concept. 

The ENOC will be responsible for the effective operation, availability, reliability, performance, and security of the 
VII system.  Specific responsibilities of the ENOC include monitoring, provisioning, configuring, repairing, 
maintaining, and securing the Roadside Equipment (RSE) Subsystem and the Service Delivery Node (SDN) 
Subsystem, as well as the communications infrastructure that interconnects RSEs and SDNs.  The architecture of the 
ENOC Subsystem is shown below.  For a full description of the VII System Architecture see the VII National 
System Requirements (Reference 1). 

Figure 2-1:  ENOC Subsystem Architecture 
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The ENOC Subsystem will support Management and Security Services by providing logical connections between 
the ENOC and the RSE, SDN, Certificate Authority (CA), Administrative Users, and Network Users.  The types of 
users that interact with the ENOC Subsystem are derived from the VII National System Requirements (Reference 1) 
and are detailed in the following section.  The remainder of this document defines requirements that specify how the 
ENOC Subsystem interacts with those entities.   

2.2. ENOC SUBSYSTEM INTERFACES 

2.2.1. Managed Entity 

The ENOC Subsystem provides a centralized authentication and authorization capability to the users (human and 
machine) that interact with the SDN Subsystem.  Each of these users is referred to as an “Entity”  to indicate that this 
capability is provided to more than just human users.  Specifically, a Managed Entity is “a person, organization, 
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hardware device, or software process that is known by the VII System, including Network Users, Administrative 
Users, RSE Subsystem, ENOC Subsystem, SDN Subsystem, CA Subsystem, Reference Map Providers, and Service 
Provider Management Systems.”  

(For additional information on this interface, refer to the ENOC to Managed Entity Subsystem Software Interface 
Requirements Specification [Reference 7]). 

2.2.2. Managed Network Element  

The Managed Network Element (MNE) is a constituent part of the VII system  which is addressable and manageable 
by the ENOC Subsystem.   MNEs are interconnected with other MNEs to provide system services to VII Network 
Users.  The term MNE refers to a piece of equipment (probably to be supplied by a commercial vendor)  and covers 
both hardware and software.   
 
Specifically, the MNE collects and stores management information and makes it available to the ENOC Subsystem.  
The MNEs are the physical infrastructure—the hardware and associated software deployed throughout the VII 
system.   MNEs include the Roadside Equipments (RSE), the backhaul, backbone, access, and SDN gateways, as 
well as the SDN itself. 
 
 (For additional information on this interface, refer to the ENOC to Managed Network Element Software Interface 
Requirements Specification [Reference 8]). 

2.2.3. RSE Subsystem  

The VII RSE Subsystem is the equipment positioned along highways, at traffic intersections, and other locations to 
support wireless communications between VII-enabled vehicles and the VII Network.  Each VII RSE includes a 
WAVE (DSRC) radio, a positioning system, processor and limited storage, interfaces to roadside infrastructure, and 
a network interface to connect with the VII Network.  The RSE will be actively connected to a primary SDN and 
will connect to an alternate SDN if the primary SDN is unreachable. 

(For additional information on this interface, refer to the RSE Subsystem to SDN Subsystem Software Interface 
Requirements Specification [Reference 11]). 

2.2.4. SDN Subsystem  

The SDN contains server platforms, data stores, and software systems that support VII System data distribution and 
communications services.  Each SDN will have a local network management component in support of a distributed 
management paradigm.  Each SDN will also include a Network Access Point (NAP), which is a communications 
hub that facilitates and controls connectivity between VII System components, as well as providing controlled 
access for Network Users.  This hub will be composed of multiple gateways consisting of routers, firewalls, and 
intrusion detection systems, with each gateway dedicated to support the respective connectivity to multiple nearby 
RSEs, multiple nearby Network Users, or two or more other SDNs.  

It should be noted that the SDN and SDN Subsystem are the same entity.  Also, it should be noted that the SDN 
Subsystem means all of the SDNs. 

(For additional information on this interface see the ENOC to Service Delivery Node Software Interface 
Requirements Specification [Reference 20]). 

2.2.5. Cer tificate Author ity [I -13] 

Messages that traverse the VII System may be digitally signed or encrypted using public and private keys issued by 
a Certificate Authority (CA).  The CA will issue keys and corresponding certificates, and will publish lists of 
revoked certificates so that all entities on and users of the VII System can verify that a particular message is from a 
valid source and can be trusted.   
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(For additional information on this interface see the ENOC to Certificate Authority Software Interface Requirements 
Specification [Reference 12]). 

2.2.6. Administrative Users [X-011] 

Administrative Users include those entities that manage VII System services.  These may vary in geographic and 
authoritative scope.  They may manage VII assets, enable or disable services, and monitor VII System operations in 
selected domains. Administrative Users will use the VII System’s Information Lookup service to determine 
capabilities, locations, and connectivity information of selected (non-mobile) VII components, sufficient to enable 
them to communicate with and control those VII assets.  

The Administrative User to ENOC interface provides a controlled access for Administrative Users operating outside 
of the VII System.  The interface allows access to selected management systems within the VII System; specifically, 
it will support access to the ENOC Trouble Ticket System, which will be established after POC as part of the 
National System.  The interface will enable Administrative Users to perform tasks such as:   

• Requesting and processing registrations for constituent users 
• Reporting or monitoring service problems  
• Requesting changes in service offerings within their jurisdiction  
• Defining logical groupings of RSEs within their jurisdiction. 

For additional information on this interface see the ENOC to Administrative Users Software Interface Requirements 
Specification (Reference 5). 

2.3. ENOC SUBSYSTEM SERVICES 

The ENOC Subsystem will support the following services as detailed in the National System Requirements.  Each 
service described below has a Message Flow Diagram.  The Message Flow Diagrams enumerate the possible 
messages and the interfaces between which they may occur.  Unidirectional arrows in these diagrams indicate that 
no response is expected.  Bidirectional arrows indicate that a response is expected.  The arrows do not indicate 
synchronicity of the messages.  All messages indicated in the Message Flow Diagrams may be either synchronous or 
asynchronous. 

The main focus of this document is the Proof of Concept (POC) system functionality, which will subsequently be 
implemented in the National System.  Also, the National System will be further detailed in subsequent releases of 
this document and related technical documents. 

(For further background regarding the VII System’s projected operations, refer to References 1 and 17). 

2.3.1 Management Service (MGMT) 

The VII Management Service provides facilities to maintain and monitor the performance, security, and 
configuration of the non-mobile components of the VII System.  This includes tracking and management of the VII 
System configuration, provisioning and configuration of non-mobile VII System components, detection, isolation 
and correction of VII Network infrastructure and service problems, and monitoring of VII System and subsystem 
performance. 
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Figure 2-2: Management Service Message Flow 

  

2.3.1.1 Fault Management Function 

The VII Fault Management Function detects, isolates, and corrects faults in Managed Network Elements. The Fault 
Management Service collects alarm event data from the managed network element, correlates and de-duplicates the 
alarm data, identifies the exact location of the faulty managed network element and repairs the faulty element 
through remote configuration or technician dispatch. 

2.3.1.2 Performance Management Function 

The VII Performance Management Function collects performance data from the Managed Network Elements and 
generates performance reports. This includes performance monitoring of MNEs, automated analysis of system 
performance data, and generation of alerts to the fault management system when user-defined thresholds have been 
breached. 

2.3.1.3 Configuration Management Function 

The VII Configuration Management Function remotely manages the configuration of Managed Network Elements. 
This includes establishing new MNE functionality in the VII system, as well as updating existing configuration of an 
MNE.  It also includes setting performance management thresholds on MNEs, inventory discovery, and asset 
management of MNEs. The Configuration Management Service supports the Information Lookup Service by 
creating, updating, and deleting the identifying information for RSEs (capabilities, locations, connectivity, and 
political boundaries).  

2.3.1.3.1 Group Information Function 

The VII System contains many components which can be referenced using a native naming scheme depending on a 
particular jurisdiction or political boundary. The Group Information function provides the ability for authorized 
users to create, update, or delete information groups. These information groups contain identifiers for RSE 
Subsystems. An RSE Group ID is used as a reference to each of these information groups. The RSE Group ID is 
disseminated via the Lookup Information process or from user to user. Information groups can contain both RSE 
Group IDs and RSE Subsystem IDs to allow for scalability and reusability which are in line with political 
boundaries and jurisdictions. Any deleted information groups are maintained within the system to ensure minimal 
impact on other information groups that may contain the deleted roadway identifiers. 
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Figure 2-3: Group Information Message Flow 

 

2.3.1.3.2 Update Information Function 

The dynamic nature of the VII System requires that updated information be made available periodically. The Update 
Information function posts updated service, RSE, group, and geographic data for users and systems to retrieve. After 
information updates are retrieved, they can be processed and acted upon accordingly. 

Figure 2-4: Update Information Message Flow 

 

2.3.1.4 Accounting Management Function 

The VII Accounting Management Function collects system usage accounting data. It measures the utilization of 
information technology (IT) resources by VII System users with the view towards setting network usage limits on 
time and data quantity. The Accounting Management Service sets the foundation for the possible billing of users. 

2.3.1.5 Trouble Ticket Administration Function 

The Trouble Ticket Administration Function opens trouble tickets to support customers.  Tickets result from faults 
reported in the MNEs and from customer requests for service. This function manages trouble tickets from creation 
through closure.  The services include ticket updates, status notification to customers, escalations based on the 
severity of the trouble, and dispatch of field technicians to the customer site to repair/replace faulty MNEs.  

The Trouble Ticket Administration Function will not be implemented in the POC test, as there will be a requirement 
for a full-blown customer support center until the National System is deployed. 
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2.3.2. Information Lookup Service (ILS) 

The VII Information Lookup Service provides Administrative Users and VII Subsystems the ability to retrieve 
information about RSE Subsystems.  The information available from the ILS includes capabilities, locations, and 
connectivity information of RSE Subsystems, sufficient to enable communication and control. 

2.3.2.1 Lookup Information Function 

The ILS provides the Lookup Information function to systems and users with methods to retrieve RSE Subsystem 
information from multiple data sources. Data sources may include network management data and identity and access 
management data. Authorized systems and users will interface with the ENOC and provide query parameters such as 
Geographic Region, Political Boundary ID, RSE Group ID, and Service ID. 

Figure 2-5: Lookup Information Message Flow (External) 

 

Figure 2-6: Lookup Information Message Flow (Internal) 

 

2.3.3. Secur ity Service (SEC) 

The VII Security Service manages the security of VII assets and of data transmitted across the network. It consists of 
an integrated suite of tools, applications, and systems which remotely monitor, provision, configure, repair, and 
maintain the managed security elements of the VII System.  It will detect, isolate, and correct violations of VII 
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System security.  The VII Security Service will provide for “defense in depth”  protection of its hardware, software, 
and information components against hackers, unauthorized users, and physical or electronic sabotage. 

The VII Security Service will also maintain network administration control of authorized user privileges and will 
protect the confidentiality of user information.  It will support centralized and decentralized identity and access 
management services for the network.  Synchronization of storage repositories to support access management 
services will provide for failover and scalability across the network.  Access Management Services will provide 
Authentication and Authorization Services to requesting managed entities delivering real-time authentication and 
policy- and rule-based authorization. Provisioning services will support managed entity life-cycle processes, 
including certificate life-cycle management for X509 PKI certificates. 

For further background regarding the conceptual view of how VII Security objectives will be implemented, refer to 
the Vehicle Infrastructure Integration Systems Security Plan. 

2.3.3.1 Security Event Monitoring Function 

The Security Event Monitoring Function allows the ENOC to receive, aggregate, correlate, and report indications of 
malicious activity from MNEs.  This function communicates with MNEs via the ENOC to MNE interface to obtain 
security event notifications.   

2.3.3.2 Security Incident Containment Function 

The Security Incident Containment Function allows the ENOC to isolate VII System components that are involved 
in security incidents.  Incident containment will occur at the SDN closest to the identified incident.  This function is 
out of scope for the POC. 

2.3.3.3 Security Authentication Function 

The Security Authentication Function provides the authentication to internal and external VII entities. The ENOC 
Subsystem accepts a request for authentication in the form of a credential. In most cases, the authentication token 
used throughout this network will be either IEEE 1609.2 or X.509 certificates. To authenticate the certificate-
holding entity, entities are required to authenticate to the ENOC Subsystem which will ensure the token’s validity. 
The ENOC Subsystem will return a message indicating the entity’s authentication status. 

2.3.3.4 Security Authorization Function 

The Security Authorization Function provides authorization to entities across the VII Network. This function can be 
called by various components to determine access rights and authorization of entities requesting information or 
services throughout the network. The authorization decisions are based on defined policy stored within the ENOC 
Subsystem.  

2.3.3.5 Security Entity Life-cycle Management Function 

The Security Entity Life-cycle Management Function provides security management capabilities at the SDN. The 
management process may provide the service for internal Network Operators to be provisioned, de-provisioned, 
updated, and revoked. The SDN Subsystem may control the registration or de-registration of constituent Network 
Users. Authorization policies surrounding access control are stored locally for the SDN and managed within the 
SDN Subsystem. Through the management process, Administrative Users may request changes in service offerings 
within their jurisdictions. With this, a logical grouping of RSEs within their jurisdiction will be defined in a schema. 

2.3.3.6 Security Synchronization Function 

The Security Synchronization Function passes data between the ENOC Subsystem and the SDN Subsystem.  All 
SDNs will be homed to the single ENOC being used in the Proof of Concept.  A local instance of the data will reside 
at the SDN Subsystem and will be maintained on a regularly scheduled basis to remain consistent with the ENOC 
Subsystem. The synchronized data will include identity data to be used for authentication, authorization, and entity 
life-cycle management purposes. It is expected that synchronization will also occur between ENOC Subsystems.  
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3. GENERAL REQUIREMENTS 

REQ # REQUIREMENT POC NATIONAL 

ENOC41 The ENOC Subsystem shall manage the SDN Subsystem Yes Yes 

ENOC49 The ENOC Subsystem shall manage the Network Subsystem (i.e., 
Network Infrastructure). 

Yes Yes 

ENOC50 The ENOC Subsystem shall collect Network Management Data from 
Managed Network Elements. 

Yes Yes 

ENOC51 The ENOC Subsystem shall have the ability to aggregate Network 
Management Data. 

Yes Yes 

ENOC52 The ENOC Subsystem shall have the ability to store aggregated Network 
Management Data. 

Yes Yes 

ENOC53 The ENOC Subsystem shall support IETF Standard network management 
protocols. 

Yes Yes 

ENOC196 The ENOC Subsystem shall manage the RSE Subsystem. Yes Yes 

ENOC197 The ENOC Subsystem shall manage the CA Subsystem. Yes Yes 

ENOC57 The ENOC Subsystem shall have the ability to remotely access Managed 
Network Elements. 

Yes Yes 

ENOC58 The ENOC Subsystem shall have the ability to record Network 
Management workflow activities for Managed Network Elements. 

No Yes 

ENOC59 The ENOC Subsystem shall have the ability to present Network 
Management Data through a Human Machine Interface. 

Yes Yes 

ENOC67 The ENOC Subsystem shall have the ability to parse Network 
Management Data. 

Yes Yes 

ENOC68 The ENOC Subsystem shall have the ability to filter Network 
Management Data. 

Yes Yes 

ENOC69 The ENOC Subsystem shall have the ability to correlate Network 
Management Data. 

Yes Yes 
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4. FUNCTIONAL REQUIREMENTS 

4.1. MANAGEMENT SERVICE 

4.1.1. Fault Management Function 

REQ # REQUIREMENT POC NATIONAL 

ENOC55 The ENOC Subsystem shall have the ability to assign a severity level to 
network event notifications. 

Yes Yes 

ENOC56 The ENOC Subsystem shall have the ability to generate a trouble ticket 
based on network event notifications. 

No Yes 

ENOC62 The ENOC Subsystem shall support SNMP MIB-II Alarms. Yes Yes 

ENOC63 The ENOC Subsystem shall support SNMP MIB-III Alarms. No Yes 

ENOC64 The ENOC Subsystem shall have an alarm filtering engine. Yes Yes 

ENOC65 The ENOC Subsystem shall assign a severity category to alarms. No Yes 

ENOC66 The ENOC Subsystem shall have the ability to assign an impact criterion 
to an alarm. 

No Yes 

ENOC70 The ENOC Subsystem shall have the ability to clear an alarm. Yes Yes 

ENOC71 The ENOC Subsystem shall have the ability to generate a list of probable 
causes for faults. 

No Yes 

ENOC72 The ENOC Subsystem shall have the ability to generate a list of suggested 
corrective actions for faults. 

No Yes 

ENOC73 The ENOC Subsystem shall have the ability to add a repair priority to 
faults. 

No Yes 

ENOC74 The ENOC Subsystem shall have the ability to initiate loop back tests on 
Managed Network Elements. 

Yes Yes 

ENOC98 The ENOC Subsystem shall be accessible at a SDN Subsystem Facility.� Yes Yes 

ENOC200 The ENOC Subsystem shall have the ability to automatically clear an 
alarm upon restoration of a Managed Network Element. 

Yes Yes 

ENOC201 The ENOC Subsystem shall have the ability to suppress alarms. Yes Yes 

ENOC202 The ENOC Subsystem shall have the ability to automatically suppress 
alarms. 

Yes Yes 

ENOC204 The ENOC Subsystem shall have the ability to generate a list of suggested 
troubleshooting procedures for faults. 

No Yes 

ENOC225 The ENOC Subsystem shall have the ability to correlate “Keepalive”  
Messages. 

Yes Yes 

 
4.1.2. Per formance Management Function 

REQ # REQUIREMENT POC NATIONAL 

ENOC61 The ENOC Subsystem shall have the ability to configure performance 
management thresholds on Managed Network Elements 

Yes Yes 
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REQ # REQUIREMENT POC NATIONAL 

ENOC158 The ENOC Subsystem shall maintain availability status for RSE 
Subsystems. 

Yes Yes 

ENOC76 The ENOC Subsystem shall collect and store performance 
statistics/metrics from Managed Network Elements. 

Yes Yes 

ENOC78 The ENOC Subsystem shall support multiple network based classes of 
service for Network Management Data. 

No Yes 

ENOC80 The ENOC Subsystem shall have the ability to monitor “Keepalive”  
Messages generated by Managed Network Elements. 

Yes Yes 

ENOC82 The ENOC Subsystem shall have the ability to issue an alert if a 
performance threshold is breached. 

No Yes 

ENOC83 The ENOC Subsystem shall have the ability to generate Service 
Performance reports. 

Yes Yes 

ENOC85 The ENOC Subsystem shall have the ability to generate network capacity 
reports. 

Yes Yes 

 
4.1.3. Configuration Management Function 

REQ # REQUIREMENT POC NATIONAL 

ENOC214 The ENOC Subsystem shall collect geographic location from RSE 
Subsystems. 

Yes Yes 

ENOC244 The ENOC Subsystem shall validate RSE Subsystem information lookup 
request format, structure, and content. 

Yes Yes 

ENOC245 The ENOC Subsystem shall generate an error message when RSE 
Subsystem information lookup parameters are invalid. 

Yes Yes 

ENOC159 The ENOC Subsystem shall associate a Logical RSE Subsystem ID with 
an RSE Subsystem. 

Yes Yes 

ENOC155 The ENOC Subsystem shall maintain a listing of Services supported at 
each RSE Subsystem. 

Yes Yes 

ENOC161 The ENOC Subsystem shall have the ability to associate RSE Subsystems 
with one or more Political Boundary IDs. 

Yes Yes 

ENOC156 The ENOC Subsystem shall provide the ability to associate RSE 
Subsystems with one or more RSE Group ID. 

Yes Yes 

ENOC60 The ENOC Subsystem shall have the ability to maintain an inventory of 
Managed Network Elements. 

Yes Yes 

ENOC75 The ENOC Subsystem shall have the ability to remotely configure 
Managed Network Elements. 

Yes Yes 

ENOC77 The ENOC Subsystem shall have the ability to store a listing of spare 
Managed Network Elements. 

No Yes 

ENOC88 The ENOC Subsystem shall store geographic location of RSE Subsystems. Yes Yes 

ENOC84 The ENOC Subsystem shall have the ability to log configuration faults Yes Yes 

ENOC259 Deprecated Yes Yes 
ENOC260 

Deprecated Yes Yes 
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REQ # REQUIREMENT POC NATIONAL 
ENOC261 

Deprecated Yes Yes 
ENOC262 

Deprecated No Yes 
ENOC263 

Deprecated Yes Yes 
ENOC264 

Deprecated Yes No 
ENOC265 

Deprecated No Yes 
ENOC266 

Deprecated Yes Yes 
ENOC267 

Deprecated Yes Yes 
ENOC268 

Deprecated Yes Yes 
ENOC269 

Deprecated No Yes 
ENOC270 

Deprecated No Yes 
ENOC271 

Deprecated Yes Yes 
ENOC272 

Deprecated Yes Yes 
ENOC273 

Deprecated Yes Yes 
ENOC274 

Deprecated Yes Yes 
ENOC275 

Deprecated Yes Yes 
ENOC276 

The ENOC Subsystem shall provide the ability to install software on an 
RSE Subsystem. 

Yes Yes 

ENOC277 
The ENOC Subsystem shall provide the ability to uninstall software on an 
RSE Subsystem. 

Yes Yes 

ENOC278 
The ENOC Subsystem shall provide the ability to add Services to an RSE 
Subsystem. 

Yes Yes 

ENOC279 
The ENOC Subsystem shall provide the ability to remove Services from an 
RSE Subsystem. 

Yes Yes 

ENOC280 
The ENOC Subsystem shall provide the ability to temporarily enable 
services on an RSE Subsystem. 

Yes Yes 

ENOC281 
The ENOC Subsystem shall provide the ability to temporarily disable 
services on an RSE Subsystem. 

Yes Yes 

 
4.1.3.1 Group Information Function 

REQ # REQUIREMENT POC NATIONAL 

ENOC43 The ENOC Subsystem shall provide an interface to retrieve a listing of 
RSE Group IDs. 

Yes Yes 

ENOC44 Deprecated Yes Yes 

ENOC45 The ENOC Subsystem shall provide an interface to create, update, and 
delete a logical grouping of RSE Subsystems identified by a unique RSE 
Group ID. 

Yes Yes 

ENOC46 The ENOC Subsystem shall provide an interface to create, update, and 
delete a logical grouping of RSE Group IDs identified by a unique RSE 
Group ID. 

Yes Yes 
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REQ # REQUIREMENT POC NATIONAL 

ENOC47 The ENOC Subsystem shall have the ability to archive deleted RSE Group 
IDs. 

Yes Yes 

ENOC147 The ENOC Subsystem shall have the ability to create, update, and delete a 
Political Boundary. 

Yes Yes 

ENOC148 The ENOC shall support parent-child relationships between Political 
Boundaries. 

Yes Yes 

 
4.1.3.2 Update Information Function 

REQ # REQUIREMENT POC NATIONAL 

ENOC162 The ENOC Subsystem shall provide an interface to view updates to RSE 
Subsystem Group IDs, updates to Political Boundaries, changes in RSE 
Subsystem Status Attributes or addition/removal of RSE Subsystem. 

Yes Yes 

ENOC163 The ENOC Subsystem shall have the ability to timestamp information 
updates. 

Yes Yes 

 
4.1.4. Accounting Management Function 

REQ # REQUIREMENT POC NATIONAL 

ENOC6 The ENOC Subsystem shall have the ability to collect System Usage 
Accounting data for the PDS Service from the SDN Subsystem. 

No Yes 

ENOC7 The ENOC Subsystem shall have the ability to set network usage limits on 
time and data quantity. 

No Yes 

ENOC8 The ENOC subsystem shall store System Usage Accounting data. No Yes 

ENOC9 The ENOC Subsystem shall provide the ability to analyze System Usage 
Accounting data patterns. 

No Yes 

ENOC187 The ENOC Subsystem shall have the ability to collect System Usage 
Accounting data for the Probe Data Service from the RSE Subsystem. 

No Yes 

ENOC189 The ENOC Subsystem shall have the ability to collect System Usage 
Accounting data for the Advisory Message Distribution Service from the 
RSE Subsystem. 

No Yes 

ENOC190 The ENOC Subsystem shall have the ability to collect System Usage 
Accounting data for the Information Lookup Service from the RSE 
Subsystem. 

No Yes 

ENOC191 The ENOC Subsystem shall have the ability to collect System Usage 
Accounting data for the Communications Service from the RSE 
Subsystem. 

No Yes 

ENOC192 The ENOC Subsystem shall have the ability to collect System Usage 
Accounting data for the Advisory Message Distribution Service from the 
SDN Subsystem. 

No Yes 

ENOC193 The ENOC Subsystem shall have the ability to collect System Usage 
Accounting data for the Information Lookup Service from the SDN 
Subsystem. 

No Yes 
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REQ # REQUIREMENT POC NATIONAL 

ENOC194 The ENOC Subsystem shall have the ability to collect System Usage 
Accounting data for the Communications Service from the SDN 
Subsystem. 

No Yes 

ENOC254 The ENOC Subsystem shall have the ability to collect System Usage 
Accounting data for the AMDS Service from the SDN Subsystem. 

No Yes 

 
4.1.5. Trouble Ticket Administration Function 

REQ # REQUIREMENT POC NATIONAL 

ENOC89 The ENOC Subsystem shall have the ability to open a trouble ticket. No Yes 

ENOC90 The ENOC Subsystem shall have the ability to assign a technical support 
level to a trouble ticket. 

No Yes 

ENOC91 The ENOC Subsystem shall maintain a knowledge repository of customer 
issues. 

No Yes 

ENOC92 The ENOC Subsystem shall provide a Human Machine Interface for 
managing trouble tickets. 

No Yes 

ENOC93 The ENOC Subsystem shall have the ability to provide trending analysis 
on trouble tickets. 

No Yes 

ENOC94 The ENOC Subsystem shall have to assign a priority to a trouble ticket. No Yes 

ENOC95 The ENOC Subsystem shall have the ability to notify customers of trouble 
ticket status. 

No Yes 

ENOC96 The ENOC Subsystem shall have the ability to search the trouble ticket 
repository. 

No Yes 

ENOC97 The ENOC Subsystem system shall have the ability to automatically 
generate trouble tickets based on detected faults. 

No Yes 

ENOC99 The ENOC Subsystem shall provide an interface to view trouble tickets. No Yes 

ENOC100 The ENOC Subsystem shall have the ability to generate an Actual vs 
Service-Level Agreement Metrics report. 

No Yes 

ENOC229 The ENOC Subsystem shall have the ability to open a service request 
ticket. 

No Yes 

ENOC230 The ENOC Subsystem shall have the ability to update a trouble ticket. No Yes 

ENOC231 The ENOC Subsystem shall have the ability to update a service request 
ticket. 

No Yes 

ENOC232 The ENOC Subsystem shall have the ability to close a trouble ticket. No Yes 

ENOC233 The ENOC Subsystem shall have the ability to close a service request 
ticket. 

No Yes 

ENOC234 The ENOC Subsystem shall provide a Human Machine Interface for 
managing service request tickets. 

No Yes 

ENOC235 The ENOC Subsystem shall have the ability to append a service request 
ticket. 

No Yes 

ENOC236 The ENOC Subsystem shall have the ability to append a trouble ticket. No Yes 
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REQ # REQUIREMENT POC NATIONAL 

ENOC237 The ENOC Subsystem shall have the ability to generate trouble ticket 
trend reports. 

No Yes 

 
4.2. INFORMATION L OOKUP SERVICE 

4.2.1. Lookup Information Function 

REQ # REQUIREMENT POC NATIONAL 

ENOC282 The ENOC Subsystem shall provide an interface to request a listing of 
Political Boundary IDs. 

Yes Yes 

ENOC283 The ENOC Subsystem shall provide an interface to request a listing of 
Service IDs. 

Yes Yes 

ENOC284 The ENOC Subsystem shall provide an interface to request a listing of 
RSE Group IDs. 

Yes Yes 

ENOC239 The ENOC Subsystem shall provide an interface to request a listing of 
RSE Subsystems, given a Service ID and a Geographic Region. 

Yes Yes 

ENOC240 The ENOC Subsystem shall provide an interface to request a listing of 
RSE Subsystem Attributes given an RSE Subsystem List. 

Yes Yes 

ENOC242 The ENOC Subsystem shall provide an interface to request a listing of 
RSE Subsystems, given a Service ID and an RSE Group ID. 

Yes Yes 

ENOC243 The ENOC Subsystem shall provide an interface to request a listing of 
RSE Subsystems, given a Service ID and a Political Boundary ID. 

Yes Yes 

ENOC244 The ENOC Subsystem shall validate RSE Subsystem information lookup 
request format, structure, and content. 

Yes Yes 

ENOC245 The ENOC Subsystem shall generate an error message when RSE 
Subsystem information lookup parameters are invalid. 

Yes Yes 

 
4.3. SECURITY SERVICE 

4.3.1. General  

REQ # REQUIREMENT POC NATIONAL 

ENOC104 The ENOC Subsystem shall have the ability to perform integrity checks to 
detect modification of system files. 

No Yes 

ENOC105 The ENOC Subsystem shall prevent known data based attacks from 
Network Users, Administrative Users, and External Data Sources. 

No Yes 

ENOC106 The ENOC Subsystem shall have the ability to perform integrity checks on 
patches/updates. 

No Yes 

ENOC107 The ENOC Subsystem shall have the ability to perform integrity checks of 
RSE Subsystem patches/updates. 

Yes Yes 

ENOC108 The ENOC Subsystem shall log software and firmware configuration 
changes. 

No Yes 

ENOC109 The ENOC Subsystem shall log software and firmware configuration 
changes for the RSE Subsystem. 

Yes Yes 
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REQ # REQUIREMENT POC NATIONAL 

ENOC110 The ENOC Subsystem shall limit access to software and firmware 
configuration changes to authorized System Operators. 

No Yes 

ENOC111 The ENOC Subsystem shall limit access to RSE Subsystem configuration 
changes to authorized System Operators. 

Yes Yes 

ENOC112 The ENOC Subsystem server platforms shall employ antivirus software. Yes Yes 

ENOC113 The ENOC Subsystem shall have the ability to perform automated 
vulnerability detection on Managed Network Elements. 

No Yes 

ENOC114 The ENOC Subsystem facility shall be protected by physical access 
controls. 

No Yes 

ENOC115 The ENOC Subsystem facility shall log physical access attempts. No Yes 

ENOC177 The ENOC Subsystem shall be prevented from attacking System Users or 
connected subsystems using known data based attacks. 

Yes Yes 

ENOC246 The ENOC Subsystem shall only communicate with Managed Entities via 
a private, or virtual private communications link. 

Yes Yes 

ENOC247 The ENOC Subsystem shall only communicate with the SDN Subsystem 
via a private, or virtual private communications link. 

Yes Yes 

ENOC248 The ENOC Subsystem shall only communicate with an RSE Subsystem 
via a private, or virtual private communications link 

Yes Yes 

ENOC23 The ENOC Subsystem shall be able to store session data associated with 
security events for a minimum of 6 months. 

No Yes 

ENOC24 The ENOC Subsystem shall be able to store statistical data associated with 
security events for a minimum of 6 months. 

No Yes 

ENOC42 The ENOC Subsystem shall be able to receive security log data from an 
RSE Subsystem. 

Yes Yes 

ENOC257 The ENOC Subsystem shall have the abilty collect data from the MNE at 
configurable intervals to provide  security event management services 

Yes Yes 

 
4.3.2. Secur ity Event Monitor ing Function 

REQ # REQUIREMENT POC NATIONAL 

ENOC10 The ENOC Subsystem shall be able to identify Security Incidents on 
Managed Network Elements. 

Yes Yes 

ENOC11 The ENOC Subsystem shall be able to receive security log data from 
Managed Network Elements. 

Yes Yes 

ENOC12 The ENOC Subsystem shall be able to receive security log data from 
physical access controls. 

No Yes 

ENOC13 The ENOC Subsystem shall be able to parse security log data produced by 
Managed Network Elements. 

Yes Yes 

ENOC14 The ENOC Subsystem shall have the ability  to receive the packet capture 
associated with a security event. 

No Yes 

ENOC15 The ENOC Subsystem shall be able to aggregate security event logs 
produced by Managed Network Elements. 

Yes Yes 
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REQ # REQUIREMENT POC NATIONAL 

ENOC16 The ENOC Subsystem shall have the ability to correlate security event logs 
produced by Managed Network Elements. 

No Yes 

ENOC17 The ENOC Subsystem shall have the ability to filter security event logs 
generated by Managed Network Elements. 

Yes Yes 

ENOC18 The ENOC Subsystem shall only receive security log data from Managed 
Network Elements. 

Yes Yes 

ENOC19 The ENOC Subsystem shall be able to alert System Operators of identified 
security events. 

No Yes 

ENOC20 The ENOC Subsystem shall have the ablity to forward security events to an 
Administrative User. 

No Yes 

ENOC21 The ENOC Subsystem shall be able to store security event alert data for 
minimum of 6 months. 

No Yes 

ENOC22 The ENOC Subsystem shall be able to store the packet capture for security 
events for a minimum of 6 months. 

No Yes 

ENOC23 The ENOC Subsystem shall be able to store session data associated with 
security events for a minimum of 6 months. 

No Yes 

 
4.3.3. Secur ity Incident Containment Function 

REQ # REQUIREMENT POC NATIONAL 

ENOC25 The ENOC Subsystem shall have the ability to identify the SDN Subsystem 
instance that is generating security events. 

No Yes 

ENOC26 
The ENOC Subsystem shall have the ability to isolate the SDN Subsystem 
instance generating security events.� No Yes 

ENOC27 
The ENOC Subsystem shall only isolate Entities on a SDN Subsystem 
instance that are generating security events.� No Yes 

 
4.3.4. Secur ity Authentication Function 

REQ # REQUIREMENT POC NATIONAL 

ENOC34 The ENOC Subsystem shall have the ability to authenticate a message. Yes Yes 

ENOC35 The ENOC subsystem shall have the ability to reject authentication 
requests that are false, revoked or expired. 

Yes Yes 

ENOC36 The ENOC Subsystem shall authenticate and authorize all attempts to 
access the ENOC Subsystem. 

No Yes 

ENOC37 The ENOC Subsystem shall generate an error message for failed access 
attempts. 

Yes Yes 

ENOC103 The ENOC Subsystem shall log all access attempts.  No Yes 

ENOC175 The ENOC Subsystem shall authenticate requests to access data associated 
with Managed Entities 

Yes Yes 

ENOC142 The ENOC Subsystem shall only authenticate a Managed Entity with valid 
credentials 

Yes Yes 

ENOC116 Access to the ENOC Subsystem©s physical ports shall be authenticated. No Yes 
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4.3.5. Secur ity Author ization Function 

REQ # REQUIREMENT POC NATIONAL 

ENOC38 The ENOC Subsystem shall provide the ability to maintain authorization 
policies. 

Yes Yes 

ENOC39 The ENOC Subsystem shall authorize Network Users to the 
Communications Service. 

No Yes 

ENOC145 The ENOC Subsystem shall verify authorization for all information lookup 
requests. 

Yes Yes 

ENOC143 The ENOC Subsystem shall have the ability to manage privileges for 
Managed Entities. 

Yes Yes 

ENOC180 The ENOC Subsystem shall detect and record unauthorized VII System 
access activities 

No Yes 

ENOC220 The ENOC Subsystem shall provide the ability to access authorization 
policies. 

Yes Yes 

ENOC221 The ENOC Subsystem shall have the ability to validate authorization of a 
Managed Entity. 

Yes Yes 

ENOC102 ENOC Subsystem shall provide access controls for data associated with 
System Users. 

Yes Yes 

ENOC151 The ENOC Subsystem shall only accept identity management 
configuration management changes from an authorized Managed Entity 

Yes Yes 

ENOC146 The ENOC Subsystem shall generate an error message for unauthorized 
information lookup requests 

Yes Yes 

 
4.3.6. Secur ity Entity L ife Cycle Function 

REQ # REQUIREMENT POC NATIONAL 

ENOC157 The ENOC Subsystem shall associate a Managed Entity with a Political 
Boundary. 

Yes Yes 

ENOC141 The ENOC Subsystem shall have the ability to issue credentials in 
accordance with NIST 800-63 

Yes Yes 

ENOC149 The ENOC Subsystem shall have the abilty to create, update, delete, 
revoke and reinstate a Managed Entity Account. 

Yes Yes 

ENOC150 The ENOC Subsystem shall have an Human Machine Interface (HMI) to 
create, update, delete, revoke and reinstate a Managed Entity Account. 

Yes Yes 

ENOC152 The ENOC Subsystem shall support workflow management of Managed 
Entity Accounts 

No Yes 

ENOC154 The ENOC Subsystem shall have the ability to automtically delete 
Managed Entity Accounts accounts after a configurable period of time. 

No Yes 

ENOC176 The ENOC Subsystem shall have the ability to create, update, delete, 
revoke and reinstate Managed Entity Accounts in bulk. 

No Yes 

ENOC212 The ENOC Subsystem shall have the ability to request a X.509 certificate 
from the CA Subsystem. 

Yes Yes 
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REQ # REQUIREMENT POC NATIONAL 

ENOC213 The ENOC Subsystem shall have the ability to update a Managed Entity 
Account with an X.509 certificate. 

Yes Yes 

 
4.3.7. Secur ity Synchronization Function 

REQ # REQUIREMENT POC NATIONAL 

ENOC258 The ENOC Subsystem shall replicate managed entity attributes to multiple 
storage repositories. 

No Yes 

ENOC178 The ENOC Subsystem shall provide the ability to retrieve a public key 
certificate. 

Yes Yes 

ENOC181 The ENOC Subsystem have the ability to receive X.509 certificates from 
the CA Subsystem. 

Yes Yes 

ENOC203 The ENOC Subsystem shall have the ability to store X.509 Certificate 
Revocation Lists (CRLs). 

Yes Yes 

ENOC206 The ENOC Subsystem shall have the ability to store IEEE 1609.2 
certificates. 

Yes Yes 

ENOC207 The ENOC Subsystem have the ability to receive IEEE 1609.2 certificates 
from the CA Subsystem. 

No Yes 

ENOC208 The ENOC Subsystem shall have the ability to request X.509 certificates 
from the CA Subsystem. 

Yes Yes 

ENOC209 The ENOC Subsystem shall have the ability to request IEEE 1609.2 
certificates from the CA Subsystem. 

No Yes 

ENOC210 The ENOC Subsystem shall have the ability to store IEEE 1609.2 
Certificate Revocation Lists (CRLs). 

No Yes 

ENOC211 The ENOC Subsystem shall have the ability to store Managed Entity 
Accounts. 

Yes Yes 
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5. PERFORMANCE REQUIREMENTS 

REQ # REQUIREMENT POC NATIONAL 

ENOC241 The ENOC Subsystem shall provide an information lookup result set 
within one minute of receiving the request. 

Yes Yes 
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6. NETWORK REQUIREMENTS 

REQ # REQUIREMENT POC NATIONAL 

ENOC1 The ENOC Subsystem shall only support the IPv6 protocol suite for all IP 
networking. 

No Yes 

ENOC2 The ENOC Subsystem shall support the IPv6 protocol suite for IP 
networking. 

Yes Yes 

ENOC3 The ENOC Subsystem shall support the IPv4 protocol suite for IP 
networking. 

Yes No 
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7. FACILITIES REQUIREMENTS 

REQ # REQUIREMENT POC NATIONAL 

ENOC114 The ENOC Subsystem facility shall be protected by physical access 
controls. 

No Yes 

ENOC115 The ENOC Subsystem facility shall log physical access attempts. No Yes 

ENOC116 Access to the ENOC Subsystem©s physical ports shall be authenticated. No Yes 
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APPENDIX A: ASSUMPTIONS AND DEPENDENCIES 

ASSUMPTIONS 

ASSUMPTION ID ASSUMPTION TEXT 

ASU3 The Proof of Concept will have no more than 100 concurrently connected RSE 
Subsystems for each SDN Subsystem 

ASU4 The Proof of Concept will have no more than three (3) concurrently connected SDN 
Subsystems. 

ASU5 An RSE Subsystem will collect and aggregate no more than 375 Probe Data Messages 
per second.  This assumes (5 vehicles / lane / sec) * (10 lanes) * (30 Probe Data 
Snapshots / vehicle) / (4 Probe Data Snapshots / Probe Data Message) 

ASU6 The Proof of Concept will have no more than one (1) ENOC Subsystem. 

ASU9 The ENOC will consist of the Management Service and the Security Service 

ASU10 The ENOC subsystem shall use network management protocols which comply with 
recognized internetworking management standards 

ASU11 The ENOC subsystem shall use recognized internetworking management standards for 
fault, configuration, accounting and performance management 

ASU12 The ENOC subsystem shall use non standard network management protocols if 
necessary to manage specific managed network elements 

ASU13 The ENOC subsystem shall be a platform comprised of multiple sub-components 
which together complete the requirements of the ENOC subsystem 

ASU14 The ENOC subsystem shall capture and process configuring orders for all types of 
service and managed network elements 

ASU15 ENOC operators will be able to access standard process documentation for handling 
reported incidents and requests for service 

ASU16 ENOC operators  will be trained to follow standard process for handling reported 
incidents and requests for service 

ASU17 
Roadside Equipment (RSEs) will support two types of digital certificates: IEEE 1609.2 
for wireless communication and X.509v3 for network communication requirements. 

 

ASU18 CA to SDN, CA to ENOC, RSE to SDN, and SDN to ENOC communication will use 
X.509 v3 compliant certificates for certificate-based activities. 

ASU20 The VII wireless infrastructure (OBE, RSE) will use IEEE 1609.2 compliant 
certificates for certificate-based activities. 

ASU21 Bridging of X.509 and IEEE 1609.2 Certificate Authorities will not be required. 

ASU22 The VII CA Subsystem shall consist of two separate CA certificate systems:  the 
X.509 CA, and the IEEE 1609.2 compliant CA. 

ASU23 VII Infrastructure systems and devices will use X.509 certificates for digital 
signatures, encryption, and identification. 

ASU25 All connections internal to the SDN and the NAP shall use Ethernet. 

ASU26 A separate document will be created to specify requirements regarding electrical 
power supply, surge protection, physical space, humidity control, temperature control 
and similar environmental factors for the supporting facilities. 
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ASU27 The VII POC Environment shall have no more than 50 Network and/or Administrative 
Users. 

ASU28 RSE Backhaul traffic flowing to and from RSE Backhaul Gateways will be aggregated 
by service providers. 

 
DEPENDENCIES 

DEPENDENCY ID DEPENDENCY 
DEP1 Probe Data Service (PDS) performance requirements are dependent upon the structure 

and size of the SAE J2735 Probe Data Message. 

DEP2 Advisory Message Distribution Service (AMDS) performance requirements are 
dependent upon network transport availability. 

DEP3 The implementation of ENOC management services is dependent on the establishment 
of network connectivity between the ENOC and the managed network elements. 

DEP4 The implementation of ENOC security services is dependent on the establishment of 
network connectivity between the ENOC and the managed security elements 

DEP5 A Network management agent is running in each managed network element and 
network connectivity exists between the managed network element and the ENOC 

DEP6 The ENOC has connectivity to the managed network elements 

DEP7 Connectivity with the ENOC Subsystem. 

DEP8 The existence of a VII CA certificate repository. 

DEP9 Hardware Security Modules (HSMs) capable of supporting required certificate 
assurance levels. 

DEP10 A VII CA Certificate Practice Statement (CPS) describing the practices and standards 
to which the CA shall be managed. 

DEP11 The VII System will support Lightweight Directory Access Protocol (LDAP) Version 
3.0. 

DEP12 The VII System will support Secure Lightweight Directory Access Protocol (LDAPS). 

DEP13 The VII System will support Hypertext Transfer Protocol (HTTP). 

DEP14 The VII System will support Secure Hypertext Transfer Protocol (HTTPS). 
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APPENDIX B: REFERENCE DOCUMENTS  

REF # REFERENCE VERSION 

1 VII National System Requirements Version 1.2.1 

2 Road Side Equipment (RSE) Subsystem Specification Version 1.0 

3 Enterprise Network Operations Center (ENOC) Subsystem Specification Version 1.1 

4 Certificate Authority (CA) Subsystem Specification Version 1.1 

5 ENOC to Administrative User Subsystem Software IRS [X-011] Version 1.0 

6 Network User to SDN Subsystem Software IRS [X-031, X-032, X-033] Version 1.1 

7 ENOC to Managed Entity Subsystem Software IRS Version 1.1 

8 ENOC to Managed Network Element Software IRS Version 1.1 

9 Reference Maps – TBD TBD 

10 Navstar GPS Space Segment/Navigation User Interfaces, ICD GPS 200 Revision C 

11 SDN to RSE Subsystem Software IRS [I-06] Version 1.1 

12 ENOC to CA Subsystem Software IRS [I-13] Version 1.1 

13 ENOC to SDN Subsystem Software IRS [I-11] Version 1.1 

14 Service Provider Management Systems to SDN Subsystem IRS [X-061]  

Not in scope for POC 

Not in Scope 

 

15 VII USDOT Day-1 Use Case Descriptions (May 2006)  Version 1.0 

16 Network Subsystem Specification Version 1.0 

17 VII Concept of Operations  Draft 1.2 

18 VII Systems Security Plan  Version 2.1 

19 SDN Subsystem Specification (SSS)  Version 1.1 

20 Internet Engineering Task Force (IETF) Request for Comments (RFC) 
2510 Internet X.509 Public Key Infrastructure Certificate Management 
Protocols 

�  1999  

21 Internet Engineering Task Force (IETF) RFC 3280 Internet X.509 Public 
Key Infrastructure (PKI) Proxy Certificate Profile 

�  2004  

22 VII Infrastructure Lexicon Version 1.0 

23 Draft SAE J2735 Dedicated Short Range Communications (DSRC) 
Message Set Dictionary 

Rev. 15 

24 POC Additions & Exceptions to the POC Version of SAE J2735 APP190-02 

25 VII x.509 Certificate Authority Certificate Practice Statement (CPS)  TBD 
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APPENDIX C:  NATIONAL SYSTEM REQUIREMENTS TRACEABILITY 

SUBSYSTEM SPECIFCATION ID NSR SPECIFCATION ID 

ENOC1 VC-GEN-02 

ENOC10 VF-SEC-07 

ENOC100 VF-MGM-06 

ENOC102 VF-SEC-05 

ENOC103 VF-SEC-07 

ENOC104 VF-SEC-07 

ENOC105 VF-SEC-07 

ENOC106 VF-SEC-11 

ENOC107 VF-SEC-11 

ENOC108 VF-SEC-11 

ENOC109 VF-SEC-11 

ENOC11 VF-SEC-07 

ENOC110 VF-SEC-11 

ENOC111 VF-SEC-11 

ENOC112 VF-SEC-17 

ENOC113 VF-SEC-16 

ENOC114 VF-SEC-12 

ENOC115 VF-SEC-12 

ENOC116 VF-SEC-12 

ENOC12 VF-SEC-07 

ENOC13 VF-SEC-07 

ENOC14 VF-SEC-07 

ENOC147 VF-ILS-03 

ENOC148 VF-ILS-03 

ENOC15 VF-SEC-07 

ENOC155 VF-ILS-01 

ENOC156 VF-ILS-04 

ENOC157 VP-ILS-01 

ENOC158 VF-ILS-01 

ENOC159 VF-ILS-01 

ENOC16 VF-SEC-07 

ENOC161 VF-ILS-03 

ENOC162 VF-ILS-01 
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ENOC163 VF-ILS-01 

ENOC17 VF-SEC-07 

ENOC175 VF-SEC-05 

ENOC177 VF-SEC-07 

ENOC18 VF-SEC-07 

ENOC187 VF-MGM-12 

ENOC187 VF-MGM-13 

ENOC189 VF-MGM-12 

 VF-MGM-13 

ENOC19 VF-SEC-07 

ENOC190 VF-MGM-12 

 VF-MGM-13 

ENOC191 VF-MGM-12 

 VF-MGM-13 

ENOC192 VF-MGM-12 

 VF-MGM-13 

ENOC193 VF-MGM-12 

 VF-MGM-13 

ENOC194 VF-MGM-12 

 VF-MGM-13 

ENOC196 VF-MGM-02 

ENOC197 VF-MGM-02 

ENOC2 VC-GEN-02 

ENOC20 VF-SEC-07 

ENOC200 VF-MGM-04 

ENOC201 VF-MGM-04 

ENOC202 VF-MGM-04 

ENOC204 VF-MGM-05 

ENOC21 VF-SEC-07 

ENOC22 VF-SEC-07 

ENOC225 VF-MGM-04 

ENOC229 VF-MGM-08 

ENOC23 VF-SEC-07 

ENOC230 VF-MGM-08 

ENOC231 VF-MGM-08 
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ENOC232 VF-MGM-08 

ENOC233 VF-MGM-08 

ENOC234 VF-MGM-06 

ENOC235 VF-MGM-08 

ENOC236 VF-MGM-08 

ENOC237 VF-MGM-08 

ENOC239 VF-ILS-01 

ENOC24 VF-SEC-07 

ENOC240 VF-ILS-02 

ENOC241 VP-ILS-02 

ENOC242 VF-ILS-04 

ENOC243 VF-ILS-03 

ENOC244 VF-ILS-01 

 VF-ILS-02 

 VF-ILS-03 

 VF-ILS-04 

ENOC245 VF-ILS-01 

 VF-ILS-02 

 VF-ILS-03 

 VF-ILS-04 

ENOC246 VF-SEC-14 

ENOC247 VF-SEC-14 

ENOC248 VF-SEC-14 

ENOC25 VF-SEC-07 

ENOC257 VF-SEC-07 

ENOC258 VF-SEC-14 

ENOC26 VF-SEC-07 

ENOC27 VF-SEC-07 

ENOC3 VC-GEN-02 

ENOC34 VF-SEC-04 

ENOC35 VF-SEC-04 

ENOC36 VF-SEC-04 

ENOC37 VF-SEC-02 

ENOC38 VF-SEC-03 

ENOC41 VF-MGM-02 
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ENOC42 VF-SEC-07 

ENOC43 VF-MGM-12 

ENOC44 VF-MGM-12 

ENOC45 VF-MGM-12 

ENOC46 VF-MGM-12 

ENOC47 VF-MGM-12 

ENOC49 VF-MGM-02 

ENOC50 VF-MGM-02 

ENOC51 VF-MGM-02 

ENOC52 VF-MGM-02 

ENOC53 VF-MGM-02 

ENOC55 VF-MGM-04 

ENOC56 VF-MGM-04 

ENOC57 VF-MGM-04 

ENOC58 VF-MGM-04 

ENOC59 VF-MGM-04 

ENOC6 VF-MGM-12 

 VF-MGM-13 

ENOC60 VF-MGM-04 

ENOC61 VF-MGM-04 

 VF-MGM-15 

ENOC62 VF-MGM-04 

ENOC63 VF-MGM-04 

ENOC64 VF-MGM-04 

ENOC65 VF-MGM-04 

ENOC66 VF-MGM-04 

ENOC67 VF-MGM-04 

ENOC68 VF-MGM-04 

ENOC69 VF-MGM-04 

ENOC7 VF-MGM-12 

 VF-MGM-13 

ENOC70 VF-MGM-04 

ENOC71 VF-MGM-05 

ENOC72 VF-MGM-05 

ENOC73 VF-MGM-05 
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ENOC74 VF-MGM-05 

ENOC75 VF-MGM-05 

 VF-MGM-10 

ENOC76 VF-MGM-05 

 VF-MGM-11 

ENOC77 VF-MGM-05 

ENOC78 VF-MGM-03 

 VF-MGM-07 

ENOC8 VF-MGM-13 

 VF-MGM-14 

ENOC80 VF-MGM-03 

 VF-MGM-07 

 VF-MGM-16 

ENOC82 VF-MGM-03 

 VF-MGM-07 

 VF-MGM-11 

ENOC83 VF-MGM-03 

 VF-MGM-07 

 VF-MGM-11 

ENOC84 VF-MGM-09 

 VF-MGM-16 

ENOC85 VF-MGM-09 

ENOC86 VF-MGM-09 

 VF-MGM-11 

ENOC87 VF-MGM-09 

 VF-MGM-11 

ENOC88 VF-MGM-13 

ENOC88 VF-MGM-14 

ENOC89 VF-MGM-08 

ENOC9 VF-MGM-13 

 VF-MGM-14 

ENOC90 VF-MGM-08 

ENOC91 VF-MGM-06 

ENOC92 VF-MGM-06 

ENOC93 VF-MGM-06 
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ENOC94 VF-MGM-06 

ENOC95 VF-MGM-06 

ENOC96 VF-MGM-06 

ENOC97 VF-MGM-06 

 VF-MGM-16 

ENOC98 VF-MGM-04 

ENOC99 VF-MGM-06 

ENOC259 VF-MGM-09 

ENOC260 VF-MGM-09 

ENOC261 VF-MGM-01 

ENOC262 VF-MGM-12 

ENOC263 VF-MGM-12 

ENOC264 VF-MGM-12 

ENOC265 VF-MGM-12 

ENOC266 VF-MGM-09 

ENOC267 VF-MGM-12 

ENOC268 VF-MGM-12 

ENOC269 VF-MGM-09 

ENOC270 VF-MGM-09 

ENOC271 VF-MGM-09 

ENOC272 VF-MGM-12 

ENOC273 VF-MGM-12 

ENOC274 VF-MGM-12 

ENOC275 VF-MGM-12 

ENOC39 VF-MGM-17 

ENOC146 VF-MGM-18 

 VF-MGM-19 

ENOC180 VF-MGM-18 

 VF-MGM-19 

ENOC276 VF-MGM-12 

ENOC277 VF-MGM-12 

ENOC278 VF-MGM-12 

ENOC279 VF-MGM-12 

ENOC280 VF-MGM-12 

ENOC281 VF-MGM-12 
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ENOC282 VF-ILS-01 

ENOC283 VF-ILS-01 

ENOC284 VF-ILS-01 

 


